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Abstract. We investigate periodic characteristics of sequence of output blocks in the output feedback encryption
mode. The model of random homogeneous substitution is used for an abstract description of this formation. This
property is directly related to the periodic properties of output feedback encryption mode, since it characterizes the
probabilistic distribution of output blocks with certain period appearance, provided that the assumption is made that
the properties of the block symmetric cipher are consistent with certain properties of the random substitution. Also in
the work specific practical tasks are solved, namely recommendations are being developed for the application of the
outbound feedback on the encryption threshold, certain requirements and limitations are justified.

Keywords: encryption mode; random substitution; periodic characteristics of output blocks; output feedback.

1 Introduction

One of the most common block symmetric encryption modes used to provide confidentiality ser-
vices is Outbound Feedback (OFB). The OFB has several advantages: firstly, the output block can
be formed in advance, even before the message, which can greatly speed up the process of protect-
ing information; and secondly, in this mode, as in the mode Electronic Codebook - ECB, errors that
can arise when transmitting ciphertext over the communication channels, are localized in the block,
not extending to the neighboring, and in the OFB mode only changed bits will be false (in the ECB
mode the entire block will change). Thirdly, the cryptographic properties of the output block do not
depend on the open text, they are determined only by the properties of the base cryptographic trans-
formation, and, possibly, by the value of the initialization block, which determines the specific form
and frequency of the output block. This work is devoted to study of the periodic properties of output
block in OFB mode, because the occurrence of output block repetition is the most dangerous case, it
gives an attacker the possibility to violate the established mode of message confidentiality.

We derive a formula for estimating the probability of a cycle occurrence for an arbitrary fixed
value of a set of transformations. This property is directly related to the periodic properties of the
output blocks, since it characterizes the probabilistic distribution of the output block with certain
period appearance, provided that the assumption is made that the properties of the block symmetric
cipher are consistent with certain properties of the random substitution. Also in the work specific
practical tasks are solved, namely recommendations are being developed for the application of the
Outbound Feedback on the encryption threshold, certain requirements and limitations are justified.
The conclusions summarize and concretize our results, discuss possible ways of further research.

2. Output Feedback Encryption Mode

The output feedback encryption mode is intended to provide a confidentiality service. This mode
is based on encryption of the initialization vector to generate a sequence of output blocks that are
added to the normal text to form encrypted text and, conversely, to the ciphertext to decrypt it. This
mode requires unique initialization vector for each application with the provided (fixed) key. Let's

© Kuznetsov A., Kolovanova le., Kuznetsova T., 2017 4
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consider the specification of output feedback encryption mode.
The parameters of the mode are encryption key K, |K|=k, and initialization vector S, |S|=1.

Additional requirements for initialization vector are not imposed. When encrypting the message M
(|M | >1) is presented as a sequence of blocks:

M=mm, ... m,, [m|=1
for i=12,.,n-1, 1<|m |<I.

The initial value of the output block y, (|y,|=1) is calculated as

7o=Ti (S). (1)
Each ciphertext block is calculated according to the ratio
G=m®L, (%) ) ()
for i=12,.,n, and
7 =T (7ia) €)
for i=12,..,n-1.
The result of message encrypting is ciphertext C=c,||c,||...]|c,.

When decrypting, the ciphertext C (|C| >1) is presented in the form of a sequence of blocks:
C=cllc,l-llc,, [c|=]

for i=12,..,n-1, 1<|c,|<I.

The initial value of the output block y, (|y,|=1) is calculated as

Yo :TI,(IF)(S)'
Each message block is calculated according to the ratio
m=c® L|,\mi\ (7/i—1) (4)
fori=12,.,n,and
7i :TI,(Ii()(}/i—l)
fori=12,..,n-1.
The result of the decryption of ciphertext is the message M =m,||m, ||...[| m,.

The encryption and decryption scheme in the output feedback encryption mode is shown in
Fig. 1. This scheme formally depicts the sequence of execution of transformations (2), (4) for all
values of the cyclic variable i=1,2,..,n.

Let's consider the periodic characteristics of output feedback encryption mode. First, we note
that, by definition, the output block consists of the initial value of the block y, and the remaining

blocks y;, which are calculated for (1), (3) for each value of the cyclic variable i=1,2,..,n—-1. That

is, the task of the research is precisely in determining the period of the sequence of blocks
7,1=0,1.,n-1.

Each output block . is the result of encrypting the previous block y; ,, where the initial value
7, 1s equal to the result of the initialization vector encryption. If you use the terminology of the
substitutions theory [1-3] and present the basic encryption transformation T,fk'<’ initiated by the se-
cret key K as some substitution s acting on the set of open texts, then the period of the sequence of
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output blocks ,, 7,, ..., 7,., will correspond to one of the cycles s, = (y,s,(Y),S*(Y),....s¢ (y)) of
the substitution s where the initial value of the cycle y is equal to the initialization vector value S .

K e ﬁ
S * ¥ * i * n2 Ve ] Fa
=T (S) AT o) s ) > - B )
M=my([m,]...[m,
k!
+

C=clle;--lle,

;mn M=m|my]|..|m,
S — — —
—> L (S) =L ) E L () =)

+ 7o + + e Fma ' Fn

>

Fig. 1 — Scheme of encryption and decryption

Each next element s/ (y) of the cycle s, with the length I is the result of multiple encoding of

the initialization vector:
y=S;

s, (Y) :TI,(lf)(S)Zyo;
T =T (TE(8)) =i

S ) =T (T8 (8)) = 7,2
-1 pasis
=T (1T (8) =R =70

I pasis

$' (V) =T (T80T () =7

n pasie
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Thus, the investigation of the periodic properties of the sequence of output blocks »:,1=0,1,..,n
is to study the cyclic structure of the substitution s, namely, in estimating the distribution of the
length I, of the cycles s, for different initial values y=S of the basic ciphering transformation
T,ff’. Such investigations will make it possible to estimate the length I. of output blocks period for
different y=S and K or to determine the probability of forming the output blocks of a certain pe-
riod for an arbitrary fixed value of the initialization vector y=S and a randomly selected secret

key K.

Let us consider some of the provisions of the theory of substitutions and their relation to the
properties of BSC, in particular, we introduce the basic concepts and definitions associated with
certain properties of symmetric block crypto-transformations (the distribution of the number of cy-
cles, magnifications and inversions, etc.).

3. Special Provisions of the Theory of Substitutions

By the definition BSC is a key-parameterized function of a bijective mapping of a set of
plaintexts into a set of ciphertexts V, »V,, K eV, [4]. In general, for any I-bit block cipher there
are 2'! possible permutations of plaintext. These transformations, called permutations of degree 2',
form a group under the operation of performing sequential transformations. Such a group is called a
symmetric group of permutations of degree 2" and is denoted by S, [1]. In practice, it means that
the number of bits of the key, which is necessary to obtain all possible permutations, is about
In2'1~1-2" bits (by the Stirling formula In(x!) = xIn(x) —x—0(In(x))). For example, for | = 128,
we have 21~ 2'%%% possible permutations of 128-bits blocks, of which, depending on the length
of the key, only 2% or 22°® transformations are used. Thus, the basic transformation of the cipher is
essentially a subset of the complete set of all possible substitutions acting on a set of processed data
blocks. The basic assumption that is adopted in substantiating the stability of symmetric crypto-
graphic transformation is in preserving the probabilistic properties of random substitution. It is as-
sumed that while encrypting and applying a limited set of substitutions from S , however, certain

distribution probabilities of this subset elements correspond to the properties of randomly selected
substitutions from the whole set S, [5-8].

Let’s consider the basic concepts and definitions of the theory of substitutions [1] and associate
them with cyclic properties of BSC. For this we consider the set of all biective transformations of

the set Y ={y,, ¥,,..., ¥, } to itself, forming a symmetric group S, with the power n! of all possible
substitutions of degree n. By definition of the symmetric group [1], each substitution s€ S, corre-
sponds to a unique substitution s e S_, such that

stos(y)=s-s7(y)=e(y), yeY,
where e(y) € S, is the unit substitution, i.e. e(y)=y forall yeY .
Let’s use the following symbols:
$-S-..-5=8", st -8
where products contain k multipliers. Accordingly, we have
s“.sK=s".5"=5"=¢.

The set of substitutions of degree n, which is locked in relation to the multiplication and inverse
computation operation for seS, an element s eS , is called substitution group. Each such
group is a subgroup of the symmetric group S, [1].

Consider some substitutions s e S, that act on a set Y . We will define a binary relation on a set

-1 -k

=57,

Y , while we will assume that y ~y' for y,y'eY if there exists such j that y'=s’(y). This bina-
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ry relation is reflexive, symmetric and transitive, i.e. the relation is equivalence. Indeed, according
to [1] we have:

e y~y, because y=s’(y)=e(y);

e - it follows from condition y~y' that y'~y, because it follows from equality y'=s'(y)
that y=s7'(y’);

e - it follows from y~y' and y'~y" that y~y", because from the equalities y'=s’(y) and
y"=s'(y") it follows that y"=s'(s'(y)) =s"!(y).

The cycle s, of substitution s e S, with the length |. is defined as follows:

5, =(¥,5(¥), 87 (V) (YD)
where s’ (y)=y.
An arbitrary substitution s e S, can be expanded into the corresponding cycles [1]:

S = (Y1 S (V2,87 (V) S (V) (Vies S (¥ 8¢ (Vi S (VD). (5)
Elements y. and y., in substitution seS_ form increment, if s(y,)>s(y,,) itis assumed that
an element y, always preceded by increment. A pair of elements y;, and y; in substitution se S,
forms an increment if s(y;) >s(y;), i< j.
For example, the substitution s of degree 4

S:( Y, Y, Vs Y, J:[l 2 3 4}
s(y) s(y.) s(ys) s(y,)) 1 4 3 2
can be given in the form of a schedule for 3 cycles:

s =(y)=@, |, =1;

5= (Y2, 5,(%,)) = (24) 1,=2.
,=(1)=@) L=1
We have the following schedule:
S = (Y)(¥2: 8, (Y,))(¥5) = D(2,4)(3).

In this substitution there are two increments (the element y, =1 always preceded by one incre-
ment, and one more increment forms the elements y, =1 and y, =2, because s(y,)=1>s(y,)=4)
and three inversions (they form pairs of elements y, and y,, y, and y,, y, and y,, because there
are inequalities s(y,) >s(Y,), s(Y,) >s(Y,). s(Ys)>s(y,), respectively).

On the set of all permutations of the symmetric group S, , we give a uniform probabilistic distri-

bution, i.e. for each selected substitution seS_ we put in correspondence the probability of its se-

lection equal to 1/n!. According to modern views of symmetric cryptography, such a set of equiv-
alence mappings corresponds to the idea of an “ideal” cipher. After all, if the random selection of a
separate substitution se S, is associated with the value of the entered encryption key, then the re-
sulting conversion will match the random and evenly selected ciphertext for each open text with any
key, i.e. in all possible variants of open text mapping in the ciphertext.

We will investigate the probabilistic properties of random substitution, in particular, the proba-
bilities of a cycle of a certain length in a randomly selected substitution, since this particular event
will correspond to the case when the output block y, of a certain period is formed for an arbitrary

fixed value of the initialization vector S.
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4. Probability Evaluation of a Certain Length Cycle in Randomly Selected Substitution

Consider a random value &, equals to the number of cycles in a randomly chosen substitution
se S, . The substitution s e S refers to a cyclic class {1“2%..n*} if it contains ¢, cycles of length
1, a, cycles of length 2, and so on:

S = (YY) (Y )V LY DY 2 Y)Y, Y, )ees
log +2a, +...+ N, =n.
Denote by C(e,,,,...,c,) the number of substitutions in the cyclic class {1%2*...n*}, and by
C(n,k) the number of substitutions of degree n that have k cycles. Then we have [1]:
n!
1927 n%gla, o, !
n!
cink)= > =|s(n,k)|, (6)

% Gn
log+20,+..+Nay=n 1 2 N al !az !---an I
oy +op+.+a,=K, 020

Cla,a,,...,x,)

where s(n,k) are Stirling numbers of first kind, which is determined by the ratio
(), =X(x=1)..(x—=n+1) =>"s(n,k)x*,
k=0

where (x), = x(X—-1)...(x—n+1) is the common designation of the declining factorial (the symbol of
Pohgammer).

Formula (6) implies the expression for the exact probability distribution of a random event
&, =k, in the case where randomly selected substitutions will observe exactly k cycles (see ex-
pression (5)).

Using the formula for computing Stirling numbers of the first kind, we have [1]:

C(n,k) [s(n,k)
P&, =k = SR _ 0K
n! n!
In [1] we obtain the expected value M ¢, and variance D&, of the random variable & :

, k=01,....n.

M¢E, :Zl_: Inn+C+o(l), D&, :Zl_—z_iz:lnn+C+o(l), C=0,5772...,
=1 j=1 j=1 J
in addition, it is shown that when n— oo a random variable &' =(& —Inn)/(Inn) is distributed

asymptotically with parameters (0, 1)

limP(&' <u)= 2y

1 u
— e
N2rx 2

For random variables ¢, and 7,, which are equal to the number of increments and inversions
in randomly selected substitution seS_, the corresponding expected value and variance have the
form [1]:

n(n-1) D¢ _2n°+3n°-5n M2 _n Dy _n

M& =
n 4 12 "2 " 12

in this case random variables

¢ =06 —Mg)/(Dg,)

when n— co are also asymptotically distributed with parameters (0, 1).
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Empirical distributions of the probability of occurrence of a certain number of cycles, increments
and inversions in randomly selected substitutions from a certain subset V S, , whose elements are
substitutions implemented by the use of the encryption function on reduced cipher models, are in-
vestigated in [5, 8]. It is established that the obtained empirical distributions are very close to the
theoretical distributions under consideration, i.e. it can be argued that the reduced models of BSC
on these criteria are similar to the properties of random substitution from S, .

At the same time, to evaluate the probability of forming output blocks y. of a certain period for

an arbitrary fixed value of the initialization vector S another characteristic of random substitution
is required, namely, the distribution of the number of cycles of a given length. In accordance with
[1], this characteristic in random substitution is determined as follows.

We denote y,, as the number of cycles of length L in an arbitrary equivalence arbitrary substi-
tution of degree n. Obviously that
Gn = orat Yottt Kntn
The probability distribution of a random event y, =k is defined as [1]:
P(x /i CD' o [n/L]. @)
L kal Lijr’ o

=0

When n— oo arandom variable y,, has a Poisson distribution with parameters A =1/L, i.e.

limP(y,, =k)=——e™, k=0,1,.... (8)

ka|

We use the formula for the exact distribution of probabilities of a random event y, =k in the
form (7) [1]. The value n!P(y,  =k) corresponds to the number of substitutions containing k cy-
cles with the length L. We are interested in the number of such substitutions s e S, which for an
arbitrary fixed y, €Y will necessarily have cycles s =(y,,s (Y.),s*(Y,),...s' "(y,)) of lengths
L =I,. Consider the case when L =1, i.e. we will count the number of such substitutions from S,
which, for an arbitrary fixed y, €Y will necessarily have a cycle (y;) of length L=1. =1. In cryp-

tography, when considering block symmetric cryptographic transformations, such cases are called
fixed points of substitution [5]. Taking into account that L =1, formula (7) takes the form

PUaia=k)=17 Z(l)J k=0,,...,n

and for each k=1,..,n of n!P(y,  =Kk) cases for an arbitrary fixed y, Y will be observed pre-
cisely
Co (=) kI(n-K)! k
C¥  (k=D!(n-k)! n! n
times, i.e. the number of substitutions containing one fixed point of a specific form (cycle (y;)) will
be determined by the formula:

9)

Zn P(Xnia= k) Co l - k:(gﬂ:g:g(_jl')] J:(n_l)L (10)

and the corresponding probability of the appearance of such fixed point (for given initial value
y; €Y) in the randomly chosen substitution of the degree n will look like:

(-t _1

P =k ) 11
kZ:;, (Zn,L:l )Ck nl n (11)

10
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Let’s explain the formula (9). In total, there are exactly C* methods for simultaneously choosing

values V.Y, Vi Yi €Y. Yi#EY, #Y, #..#Y,  which uniquely determine cycles
k-1

(yi) (v;) (v,) - (v, ) of length L=1. But for each fixed y, €Y there are exactly C.°; ways for
choosing the remaining values vy, ,y; ,....y; €Y . lL.e. from the total number n!P(y, _, =k) of sub-

stitutions containing k cycles of length L =1, only
k-1

c k
NP(%, 1 =K) (’:‘;1 =n1P(7 4 =K)—

n

substitutions will necessarily contain a cycle (y;).

The last formula (11) can be obtained much simpler from trivial combinatorial considerations.
Indeed, if on the set Y ={y,,V,,..., ¥,} we will fix m elements, then there are (n—m)! ways for
permutations of the remaining elements. I.e. on the all set of substitutions from S_ with the random
probability distribution, the probability of choosing a substitution with m fixed points is equal to

(n-m)! 1 1
n! (n-m+H(n-m+2)..n (n),

Which for m=1 coincides with (11).

Formulas (9-12) were obtained in [9] when studying Galois / Counter Mode and GMAC - GCM
& GMAC, which allowed us to estimate the probability of a zero hash subkey, i.e. the probability of
such event, when encryption of zero open text will get zero value of ciphertext. We extend the re-
sult obtained earlier to an arbitrary value of the length of cycle L=I. €{L,2,...,n} in the study of

periodic properties of the output blocks in OFB mode.
Consider the case of an arbitrary length of a cycle, we will calculate the number of such substitu-
tions s from S, which, for an arbitrary fixed y. €Y will necessarily have a cycle

(Vi S (%), 87 (Y s STHY)

(12)

of length L=1I €{12,...,n}.
For fixed lengths and quantities of cycles (L and k) there are exactly C*- ways to simultane-
ously select values

yi’ yl| 1 yui 1000y y\/I ’
yil, yjla yula"'a yV11
yi2 1 yjz ’ yu2 1y y\,2 ’ (13)

yik—l’ yJ'H ! yuk—l yen ka71 !
which collectively determine k cycles of length L each:

(yiiyj =5 (Y)Y, =5i2(yi),..., Yo =SiL_1(yi))v
(yil’ Y, = Sil(yil)! Yo, = Sif(yil)""’ Yo, = Sill__l(yil))’
(Yi2 Y, =S, (yiz)! Yo, = Si22 (yi2)1"'1 Yo, = SiLz_l(Yiz))’ (14)

(yik—l’ yjk—l = Sik—l (yik—l)' yUH = Sizm (yik—l)' T kafl = SLil(yikfl ))’

P
and all elements from (13) are unique, since the set of cycles (14) is included in the decomposition
of the same substitution.

Of the C* ways of simultaneously choosing the values (13) for each fixed set

Yir¥i» Yy o ¥y, €Y there are exactly C)';* ways for choosing the remaining values

11
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Vi Yioo Yoo Yo
yi2 H yjz L] yuzy'-'i y\/2 ]

Yior Vi Yoo Yuyo
because the selection of set vy, y,,y,,...Y, €Y is determined by selecting only one element
y; €Y, and from the remaining n—1 elements possible different combinations of kL —1 elements.
Thus, for each k =0,1,...,[n/ L] of the total number n!P(y,, =k) of substitutions containing k
cycles of length L, only
n!P(Zn,L=k)C:El _niP(y,, = )(n DIKLI(n—kL)! _
Ct ni(kL—1)(n—kL)!
substitutions will necessarily contain a cycle
(%8 (%), 87 (V) ST (W)

Summing up the last expression for all k =O,1,...,[n/ L], taking into account (7), we obtain an

n!'P (nL_k)__(n 1)|kLP(ZnL )

exact formula for determining the number of substitutions s from S_ which, for an arbitrary fixed
y. €Y will necessarily have a cycle

(%8 (5,85 (Vs ST (W)
of length L=1 €{L2,...,n}:

Zn P(z,, =k) ot ”’J—(n ) (15)

C Z(k 1)ILkl = Uj

and the corresponding formula for calculating the probability of randomly choosing a substitution s
from S, with the following cycle:
ity Ct (n=1! 1
2 Pl === (16)
It is obvious that the last analytic expression for L =1 completely coincides with the formula (8)
in [9] with the corresponding statement.
The resulting analytic expression (16) can also be considered as a combinatorial identity (simpli-
fied formula) for the sum of the members of formula (7) with the corresponding proportional coef-
ficients

Cop _kL

Ct n
or even for the Poisson distribution (8). The probability estimate (16) of a cycle of a certain length
can be obtained by another, in a much simpler way, using simple combinatorial considerations.

We fix some arbitrary value y, from the set Y ={y,,V,,..., ¥, }. There are totally n! substitutions
on the set Y, of which only

LS
n

substitutions will contain a cycle (y;) of length L =1 in their cyclic schedule.
In addition, from n! substitutions of the symmetric group

g (D=

12
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substitutions will contain a cycle (y;, y,,;) of length L =2,
n!
m(n—l)(n -2)=(n-1!
substitutions will contain a cycle (y;,Y,.;,Y..;) of length L =3 and so on.
That is, for an arbitrary fixed value y, €Y the number of substitutions from S containing the
cycle (y,,s(,),s7(Y,),....s(Yy,)) is defined as (n—1)!, and the corresponding probability of ran-
domly choosing a substitution containing such a cycle is defined as

(n-n! 1
nt n’
regardless of the length of the cycle L=Ie{2,..,n}, nor its own value vy, from

Y ={Y¥1: Yareens Vot
Thus, the probability of a cycle of a certain length is determined only by the degree n of substi-
tution. For example, for n=4 from n!=24 substitutions of the symmetric group for any fixed y.

from Y ={y,,¥,,Ys, Y,} we have (n—1)!=6 substitutions each that necessarily contain cycles of
different lengths (or (y;), or (¥i,¥ii), OF (¥ Yiwis Yuui 1)+ OF (Vs Visis Yusi,j» Yowi ju) » TESPECHIVELY).
Consequently, the probability that a randomly selected substitution from S, contained cycle of
length L=1 €{L2,...,4} will be equal to 1/n=1/4 independent from either y. no L=I..

Since the obtained analytical expressions (15) and (16) are rather complicated and cumbersome,
especially the order of their output, we illustrate the example of calculating the probabilities of a
cycle of given length in a randomly chosen substitution from a symmetric group S,. An example

will be supplemented by explanations showing the validity of the formulas obtained and the combi-
natorial arguments presented.

5 Example For Symmetric Group S,

Consider an example of all biective transformations of the set Y ={y,, ., Y,, ¥, } to itself, i.e. the

set with n!=24 substitutions of degree n = 4.
Table 1 shows all substitutions that make up the symmetric group S, (the results of each substi-

tution are given, the order of each substitution for cycles, total number of cycles and the distribution
of the number of cycles of a certain length, each substitution is numbered for convenience).
Table 2 shows the distribution of the number of values & =k and y, =k for different k (the

symbol # (x) indicates the number of cases (x) for all substitutions from S,).
Consider the case when for an arbitrary fixed y, €Y randomly chosen substitution s from S,

will necessarily contain a cycle (y;) of length L =1.

First we consider substitutions with k = 1 cycles of length L =1. We have 8 such substitutions
(table 2). But each individual y, €Y generates a cycle of length L =1 only twice, that is, for each
arbitrary fixed y, €Y there are precisely 2 substitutions that contain a cycle of length L =1 of the
form (y,) . For example, for y, €Y these are 4th and 5th substitutions, for y, €Y these are the 16th
and 21st substitutions, etc. The number of substitutions, which for an arbitrary fixed y. €Y contain-
ing k = 1 cycle of length L=1 of form (y,) are calculated as follows. In total, there are exactly
CH3' =4 ways to select a value y, €Y. This choice is no longer limited, because for each y, eY
cycle (y,) is defined unambiguously (according to the formula there are C*;%° =1 options for
choosing a value y;,; €Y ). That is, the total number of substitutions containing only k = 1 cycle of

13
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kL-1=0
length L =1 (such 8 substitutions) must be multiplied by value —-=-= 7 Thus, for an arbitrary
n=4

fixed y. €Y the number of substitutions containing only one cycle (y.) is equal to two.

Table 1 — The set of substitutions from S, and their cyclic properties

N Number of cycles of
Result of substitution Decomposition of | Number of length L, xn, L

substitution to cycles cycles, &n

-
1

1| L=2| L=3

It
ESN

S(y1) | s(y2) | s(ya) | s(Ya)

Y1 Y2 Y3 Ya (Y1) (y2)(y3)(Ya)
Y1 y2 Y4 Y3 (Y1) (y2) (Y3, Ya)
Y1 Y3 Y2 Ya (Y1) (y2,y3)(ya)
Y1 Y3 Y4 y2 (1) (Y2, Y3, Ya)
Y1 Ya Y2 Y (Y1) (Y2, Ya, ¥3)
Y1 Y4 Y3 y2 (y1) (Y2, ya) (¥3)
Y2 Y1 Y3 Ya (Y1, Y2) (y3) (Va)
Y2 Y1 Ya Y (Y1, ¥2) (¥3, Ya)
9 y2 Y3 Y1 Y4 (Y1, Y2, ¥3) (Ya)
10 Y2 Y3 Y4 Y1 (Y1, Y2, Y3, Ya)
11 Y2 Ya Y1 Y3 (Y1, Y2, Ya, Y3)
12 Y2 Ya Ys Y1 (Y1, Y2, ¥4) (¥3)
13 Ys Y1 Y2 Ya (Y1, Y3, ¥2) (Y4)
14 Y3 Y1 Ya Y2 (Y1, Y3, Ya, Y2)
15 Ys Y2 Y1 Ya (Y1, ¥3) (¥2) (V4)
16 Y3 y2 Y4 Y1 (Y1, Y3, Ya) (¥2)
17 Ys Ya Y1 Y2 (Y1, ¥3) (Y2, Y4)
18 Y3 Y4 Y2 Y1 (Y1, Y3, Y2, Ya)
19 Ya Y1 Y2 Y (Y1, Ya, Y3, ¥2)
20 Ya Y1 Ys Y2 (Y1, Ya, ¥2) (¥3)
21 Y4 y2 Y1 Y3 (Y1, Ya, ¥3) (¥2)
22 Ya Y2 Ys Y1 (Y1, Ya) (¥2) (V3)
23 Va4 Y3 Y1 Y2 (Y1, Ya, Y2, Y3)
24 Ya Y Y2 Y1 (Y1, Ya) (Y2, Y3)

o
o

O NOOTPA|WIN -

NFRWNINEFPIRFRPINDNWIERINDNDERPRFRINNDNWWININW W
O ONFPIFP IOICIOIRLINIOIFRPIFPIOIOIFRIOININIFPIFRLININI&
NIORFR OIOCIOIOINOIFRPIO|IO|IOICIOCIOINIFPIFPIOIOIF|F-
[ellelilelli gl Jllelleliell Hieliell il Jdlellell Jielieliell i Sl lelle)
el Jdlelleliell Jl Jiellellie}] dielilell Jl Jlellellellelielle]lle] o] o]

Table 2 — Distributions of quantities of values & =k and y,, =k for all substitutions from S,

k 0|12 |3]|4
#(&=k) 0|6 116 1
#(xou=kK)| 9|86 |0]1
#(x.=K)|15| 6 | 3|00
#(xs=k)|16| 8| 0|0 0
#(x,4=kK) |18 6 | 0| 0| O

Estimation of the Probability of the Cycle (y,)

Consider now the substitutions containing k = 2 cycles of length L =1. We have 6 substitutions
(table 4), of which three substitutions in a cyclic decomposition contain cycles (y,) (y.,), three

substitutions contain cycles (y,) (V..,) . three substitutions contain cycles (y,) (Y,.,) and three sub-

14
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stitutions contain cycles (y,) (v..,). Itis clear that one and the same substitution can be assumed to

different ways, i.e. it can, in its cyclic decomposition, be treated to substitutions containing cycles
(y;) (Y;.;) and substitutions containing cycles (y;) (Y..;) - For example, the sixth substitution has a

cyclic decomposition (y1) (Y2, Ya) (ys), it should be considered as a substitution with cycles
(¥;) (¥;..) and with substitutions with cycles (Y,) (V..s)-

Table 3 — Substitutions containing 1 cycle of length 1 and one cycle of length 3

Result of substitution| Decomposition
Ne of substitution to

S(y1) | s(y2) | s(ys) | s(ya) cycles

4 | yr | Y3 | Ya | Y2 | (1) (Y2, Y3, Ya)
5 | Vi | Ya | Yo | Ys | (v1) (Y2 Ya Y3)
9 | Yo | Y3 | V1| Ya | (YuVY2Ys) (Va)
12 | yo | Va | Y3 | Vi | (Y, Y2 Ya) (V)
13 | ya | Y1 | Yo | Ya | (Y. Y3 Y2) (Va)
16 | y3 | Yo | Ya | Y1 | (Y. Y3 Ya) (V2)
20 | Va | Y1 | Y3 | Yo | (Y YaY2)(y3)
21 | ya | Y2 | Y1 | Y3 | (Y, Y4 Y3) (Y2)

Table 4 — Substitutions containing 2 cycle of length 1 and one cycle of length 2

Result of substitution | Decomposition

Ne of substitution
S(yl) S(yZ) S(y3) S(y4) to Cyc]es

2 0 y1 | Y2 | Ya | Y3 | (y1)(Y2) (Y3 Ya)
31 y1 | y3 | Y2 | VYa | (Y1) (Y2 Y3) (Va)
6
&

Vi | Ya | y3 | Y2 | (y1) (Y2 Ya) (¥3)
Yo | Y1 | Y3 | Ya | (YuY2) (va) (va)
150 y3 | Y2 | Y1 | Ya | (Y1 Y3) (¥2) (Va)
221 ya | Yo | Y3 | Y1 | (¥1,Y4)(y2) (vs)

The number of substitutions containing k = 2 cycles (y;) (y;,;) of length L =1 for fixed

y, €Y are calculated as follows. In total, there are exactly C*-;*> =6 ways to simultaneously se-

lect values y;,y,,; €Y . But for fixed y, eY there are exactly C\";*;* =3 ways for choosing a val-

ue y,,; €Y . That s, the total number of substitutions containing k = 2 cycles of length L =1 must
KL—1=1

be multiplied by the value —21=-= g we obtain the desired value, for an arbitrary fixed
n=4

y, €Y the number of substitutions containing k =2 cycles (y;) (y,,;) of length L =1, is equal to

three. For example, for fixed value y, €Y the second, third, and sixth substitutions contain k = 2
cycles of length L =1 with cyclic decompositions: (y1) (V2) (Ya, Ya), (Y1) (Y2, Y3) (Ya) T2 (Y1) (Y2, Ya)
(Va)-

Consider substitutions containing k = 4 cycles of length L =1 (no substitution can have k = 3 cy-
cles of length L =1). We have 1 substitution (Table 1), its cyclic decomposition has the form: (y1)

kL—1=3
(y2) (v3) (ya). Applying the same formula, we have %‘kf_j :% =1, that is, the total number of
n=4

15
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substitutions containing four cycles of length 1 coincides with the number of substitutions with cy-
clic decomposition (y;) (Vi) (Yeuij) (Yusiju) @S it should be.

We will calculate the number of substitutions from S, (Table 1), which for fixed y, €Y neces-
sarily contain a cycle (y;) of length (y,). To do this, we must summarize the number of substitu-
tions that for fixed y, €Y in their cyclic decomposition contain a different number of cycles of
length L=1, namely, 2 substitutions with k = 1 cycle (y;), three substitutions with k = 2 cycles
(¥;) (Y;) and one substitution with k = 4 cycles (y;) (Vi) (Youi;) (Visijo)- In general, we

have 6 substitutions from the total of 24 substitutions of the symmetric group. That is, at randomly
equal probable selection of substitutions from S, the probability that in it for arbitrary fixed y, €Y

will be observed cycle (y,) of length L=1 isequal to 6/24 = 1/4.

Estimation of probability of occurrence of a cycle (y;,y,.;)

Consider the case when for arbitrary fixed y, €Y randomly chosen substitution s from S, will
necessarily contain a cycle (y;,y,,;) of length L=2.

First we consider substitutions containing k = 1 cycle of length L =2. We have 6 such substitu-
tions, which are given in Table 4 (if the substitution from S, contains two cycles of length 1, then it

necessarily contains one cycle of length 2). We will calculate the number of substitutions, which for
an arbitrary fixed y; €Y contain k = 1 cycle of length L =2 of form (y,,y,,;). In total, there are

exactly C7? =6 ways to simultaneously select values v, Y. €Y . But for each y, €Y there is
exactly C," ;' =3 ways to choose a value y,,; €Y . That is, the number of substitutions, which for

an arbitrary fixed y; €Y in a cyclic decomposition contain k = 2 cycles (y;) (y;,;) of length I=1, is
kL—1=1
equal to 6-—==-=23. For example, for y, €Y the seventh, fifteenth and twenty second substi-
n=4
tutions contain k=1 cycles of length 1=2 each.
Let's also consider substitutions containing k = 2 cycles of length L =2. In total there are 3 such

substitutions in S, , this (see Table 1):
e the eighth substitution with a cyclic decomposition (y1, y2) (Y3, Ya);

e seventeenth substitution with cyclic decomposition (yi, Y3) (Y2, Ya);

e last, twenty fourth substitution with cyclic decomposition (Y1, Ya) (Y2, Y3)-

The number of substitutions, which for any fixed y; €Y contains k = 2 cycles (y;,y,,;) and
(Yysij» Yuuinju) OF length L =2, is calculated in the same way. In total, there are exactly Ct=1
ways to simultaneously select values V;,Yi.i, Yui j» Youiju €Y - This choice is no longer limited,
because for selected Vi, Vi Yisijs Yosiju €Y corresponding k=2 cycles (y;,y,,;) Ta
(Yusij» Yuuinju) are defined unambiguously (according to the formula there are C 5% =1 vari-
ants). That is, the number of substitutions, which for an arbitrary fixed value y, €Y have cyclic
decomposition (Y;,Y.i) (Vy.i.js Yusiju) COINCides with the total number of substitutions with k = 2

cycles of length L =2, i.e. equal to 3. No substitution from S, can have k =3 and k=4 cycles of

length L=2. We immediately proceed to calculate the probability of occurrence of the cycle
(¥i»¥;.i) in randomly selected substitutions. We sum up the number of substitutions, which for an

arbitrary fixed y. €Y in their cyclic decomposition contain a different number of cycles of length

16
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L =2, namely, we have 3 substitutions with k = 1 cycle (y;, y,,;), and three substitutions with k = 2
cycles (Y1 Yiui) (Yosij» Youiju) - 1IN general, we have 6 substitutions from the total of 24 substitu-
tions of the symmetric group, that is, at randomly equal probable selection of substitutions from S,
the probability that in it for arbitrary fixed y; €Y will be observed cycle (y;,y,,;) of length L=2
is equal to 6/24=1/4.

Estimation of probability of occurrence of a cycle (Y;,Y.is Yoi.;)

Similar to the above, we will calculate the number of substitutions, which for arbitrary fixed
y, €Y have cycle (Y;, Y., Y. ;)- In an arbitrary substitution s e S, , there can be no more than one
such cycle, i.e. cases with k>1 are impossible. Each cycle of length L =3 in the substitution de-
composition is combined with a cycle of length 1, i.e. all eight of these substitutions are given in
Table 3. We will calculate the number of substitutions which for arbitrary fixed y, €Y necessarily

contain a cycle (Y;, Yy.is Yy.i;)- In total, there are exactly C 3% = 4 ways to simultaneously select
values Y,,Y,.,,Y,..; €Y. Butforeach y eY there are exactly C\*;;* =3 ways to choose of val-

Ues Y., Y. €Y - That is, the number of substitutions, which for an arbitrary fixed value y, €Y
kL—1=2

necessarily have a cycle (Y;,Y,.i, Y, ), is defined as 8.—=2_=6. For example, for y, €Y

n=4
these are 6 substitutions (Ne 9, 12, 13, 16, 20, 21) with cyclic decompositions (see Table 3): (yi,

Y2, ¥3) (Va), (Y1, Y2, ¥a) (Y3), (V1. Y3, ¥2) (Ya), (Y1, Yo, Ya) (Y2), (Y1, Ya, Y2) (Y3) and (ya, Ya, Ys) (¥2)-
Consequently, at randomly equal probable selection of substitutions from S, the probability that

in it for arbitrary fixed y; €Y will be observed cycle (y;,Y.i, Y. ;) of length L=3 is equal to
6/24 = 1/4.

Estimation of Probability of Occurrence of a Cycle (Y, Y. Yuui s Yosiiju)

In any substitution seS, there can be only one cycle of length L=4. Such substitutions are

given in Table 5.
Table 5 — Substitutions containing 1 cycle of length 4

Result of substitution Decomposition
s | s 509|500 | Sae
10y, |y (Yo |V (Y1, Y2, Y3, Ya)
110y, |ya Y1 Y3 (Y1, Y2, Ya, Y3)
14 | y3 Y1 Ya Y2 (Y1, Y3, Ya, Y2)
18 | y3 Ya Y2 Y1 (Y1, Y3, Y2, Ya)
19/ya [ya Y2 |Vs (Y1, Yar Y3, ¥2)
231ya |Ys Vi Yo (Y1, Ya, Y2, Ya)

Obviously, all such substitutions necessarily have in their single cycle all elements from set
Y ={y,.Y,. Y5, Y.} i.e. for each y, €Y in each substitution of Table 5 there will be a cycle
kL—1=3
(Vi Yjuir Yusisjr Yosisju) - Check the above formula: —22=2-=1, indeed, all substitutions from
n=4

Table 5 will necessarily contain a cycle (V;,Yj.i, Yu.i j» Yusi ju) fOr €ach arbitrary fixed y; €Y. Con-

sequently, the probability of a cycle (Y;,Y,.is Yu.ijs Yusiiju) iN @ randomly selected substitution
se S, isequal to 6/24 = 1/4.
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6. Interpretation of the received results to the properties of BSC

The obtained analytic expressions (15) and (16) allow us to estimate the number of substitutions
from the symmetric group, which for a certain element of the set of transformations necessarily con-
tain a cycle of a certain length with this element, and the corresponding probability to randomly se-
lect substitution with such cycle.

We use these formulas to study periodic properties of OFB mode. In this case, we assume that
the probabilistic properties of substitutions generated by the encryption function correspond to cer-
tain properties of random substitution, i.e. they correspond to our representations of such "ideal"
BSC, which at any given encryption key randomly and equally compares any encrypt text to any
open text. In this way, the |-bit BSC will implement a subset of the symmetric group of substitu-

tions of degree 2', selecting a particular substitution s from S , associated with the entered encryp-
tion key. On the all set of cipher keys we can choose substitution, which for an arbitrary fixed
Y,=SeY ={y,,¥,,...Y,} necessarily has a cycle (y,s(¥).S(¥;)....s(y;)) of length
L=I e{L2,..,n}. The probability of this event is determined by (16).

In practice this means that the probability of a cycle of any length in randomly chosen substitu-
tion from a symmetric group S, for an arbitrary fixed element of a set does not depend on either
this element or the length of the cycle. It depends only on the order n=2" of the substitutions of the
symmetric group S, and is defined as the inverse value, that is equal to 1 / n. For any fixed value of
the introduced initialization vector y=S, the probability that the corresponding output block
7.,1=0,1,..,n—1 formed in the OFB mode will have a period of length L=1I. €{L,2,...,n} does not
depend on either the value of this initialization vector or the length of the period. It is determined
only by the degree of substitution, that is, in this case, the digit of the cipher and it is equal to 2.

Determine the probability that the period of formed output blocks will be not less than 2™
blocks, i.e. the probability of such an event, when for fixed value of the initialization vector y, =S

the corresponding output blocks will not be repeated during 2" iterations by the formulas (1) and
(3) when forming the output blocks , :

o 2" [2'/L] Cckt 2 [2L] ckt
P(V|:J€{112a---12m}:7i¢7j i¢j):1_zz P(Zzlek) Zkll = Z Z P(ZZIL=k) 2k11.(17)
L=l k=1 ' C2| L=2"+1 k=L ' C2|
Taking into account (16) we obtain:
2" 2
P(Vi,jefl2,.2"}Y iy 2y, |) =1-D>.2" = > 2" =1-2"", (18)

L=1 L=2"+1

Thus, when the assumption about the correspondence of certain probabilistic properties of the
cipher to the properties of a random substitution is correct, the probability of non-repetition of out-
put block at a certain length is a function of this length. This fact determines the main limitation of
the use of the OFB mode, it is directly derived from the results of the research. The main limitation
on the use of the OFB mode for BSC "Kalyna™ [10,11] is specified in Appendix G.2 "Limit on the
total length of messages protected by the use of one key" namely:

- when the block size is equal to 128 bits, it is recommended to limit the number of blocks pro-

tected by the single key to value 2% (16 million TB);

- when the block size is equal to 256 bits, it is recommended to limit the number of blocks pro-
tected by the single key to value 2'**;

- when the block size is equal to 512 bits, it is recommended to limit the number of blocks pro-
tected by the single key to value 2%,

Since, as shown in Section 2, the essence of protecting an informational message according to
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the OFB mode specification is in addition of output blocks to it, then the restrictions specified in
appendix G.2 relate to the restrictions on the length of output blocks, which are formed by multiple
encryption of the same non-secret initialization vector by the formulas (1), (3). That is, the imple-
mentation of the restrictions recommended by the specification of the national standard provides
certain probabilistic indicators of non-periodic output blocks, namely:
- when the block size is | = 128 bits, and when performing the recommended limitation of the
number of blocks protected by a single key with the size 2™ =2%, the probability of non-
repetition of the output blocks 1—2™" =1—2"% >1—2"% will be ensured;

- when the block size is | = 256 bits, and when performing the recommended limitation of the
number of blocks protected by a single key with the size 2™ =2"* the probability of non-
repetition of the output blocks 1—2™" =1—27"% >1—2"% will be ensured:;

- when the block size is | = 512 bits, and when performing the recommended limitation of the
number of blocks protected by a single key with the size 2™ =2%", the probability of non-
repetition of the output blocks 1—2™" =1—27%" >1—2"%° will be ensured.

More often, in the theory of information security, the inverse value is used, it is the probability
that a formed output blocks with a length that does not exceed a certain limit will have at least one
repetition. Taking into account (17) and (18), this probability will be determined as:

. AREIT Cy |
Rn=1-P(Vi,jefl2,...2":p =7 |.)=2. > Plxy, =K) czkf =2"" (19
L=1 k=1 2l

Figure 2 shows the dependence R, and m for different | (y,,i=0,1,..,n—1 with the length not

more than 2™ = 2% blocks).
From the dependencies shown in

Fig. 2, it is evident that increasing
/ the length of the output blocks leads

/
to an increase in the probability of
I=128 any number of repetitions of the

P, Lm

/ output blocks. These graphs can be
2-200
/< = 256

used to justify certain restrictions,

/ for example, if you want to reduce

the probability of any number of

repetitions of the output blocks, you
2-100 must reduce its length.

7. Conclusions
=512

Based on the obtained results, we
600 can do conclusions that are im-
2100 2200 2" portant in practical terms.

Fig. 2 — The dependence of the probability that 1. Properties of modern symmet-

there will be at least one repetition in output ric cryptotransformations depend not
blocks only on the characteristics of BSC,

but also on the mode of application.
Therefore the National Standard "Information technology. Cryptographic protection of information.
The algorithm of symmetric block transformation” provides 10 modes of cryptotransformations:
simple substitution (Electronic Codebook - basic transformation), Counter, Cipher Feedback, Sym-
metric Key Block Cipher-Based Message Authentication Code, Cipher Block Chaining, Output
Feedback, Galois/Counter Mode and Galois Message Authentication Code, Counter with Cipher
Block Chaining-Message Authentication Code, XOR Encrypt XOR (XEX) Tweakable Block Ci-
pher, Key Wrapping.
2. In OFB mode, which is used to provide a privacy service, the output message is protected by

o=
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addition of output blocks, which are formed by multiple encryption of the same non-secret initiali-
zation vector. If we assume that the properties of the cipher correspond to certain properties of ran-
dom substitution, then the periodicity of the output blocks will be determined by the presence of
cycles in randomly selected substitutions from the symmetric group, and the selection of the substi-
tution is set to the value of the secret key.

3. Investigation of the properties of randomly selected substitution s from the symmetric group

S, has shown that the probability of cycle s, = (y,,s.(y,),S*(Y,),....s" *(y,)) of any length L =1 for
an arbitrary fixed element y, from the set Y ={y,,V,,..., ¥, } does not depend on either this element
y. or the length L =1, of the cycle. This probability depends only on the order n of the substitutions
of the symmetric group S, and is defined as an inverse value, that is equal to 1/ n.

4. Thus, the periodic properties of the output blocks in OFB mode are determined by the distri-
bution of the probabilities of the number of cycles of random substitution. The selection of a secret
key that parameterizes the encryption function corresponds to the selection of a particular substitu-
tion from the symmetric group; selecting the initialization vector value corresponds to the selection
of an element y. from the set of elements Y ={y,,V,,...,y,} over which substitution occurs. But

neither the actual value of the initialization vector nor the length of the output blocks period has any
effect on the probability of obtaining an output blocks of a certain period. This probability is deter-
mined only by the degree n=2" of substitution, that is, by the size | of the basic cipher transfor-
mation.

5. From the point of view of the practical application of symmetric cryptographic transfor-
mations to output blocks, the requirements of homogeneity are proposed at a length not exceeding
the established limit. The probability of such event is determined by 1—2™" where 2™ is the length
restriction of the output blocks. For example, for a 128-bit cipher "Kalyna", when we have limiting
the length of a output blocks to 2™ in the OFB mode, the probability that the gamma blocks never
coincide equals to 1-2™"' =1—-2"% i.e. it is much more than 1—2%. The probability that at length
no more 2" blocks of output blocks in the OFB mode will coincide at least once, will equal
Rn= 2™, This dependence can be used to substantiate the restrictions on the length of the output

blocks when the upper limit of probability B,  is set.

6. The specification of BSC "Kalyna" [10,11] recommended certain restrictions on the total
length of messages protected by the use of one key. As for OFB mode such restrictions should be
considered as requirements for the maximum length of output blocks, which with a certain probabil-
ity will not be repeated. The above recommendations are fundamental because the occurrence of
output blocks repetition is the most dangerous case when using the OFB mode, since in this case,
the attacker will almost certainly violate the established privacy mode of the messages. For exam-

ple, if the probability of a repetition of the output blocks is equal to 2°*, then the length of output
blocks for 128-bits BSC "Kalyna" should not exceed 2* blocks (in the standard this restriction is

more stringent and equal to 2%°).

7. The estimations of the probability of forming the output blocks with given period can be con-
sidered as a criterion for selection of cryptographic primitives, or criterion of the statistical test. In-
deed, if the studied cryptographic primitive in OFB mode with equal probability forms output
blocks with any period and this probability is determined by inverse to the degree of substitution,
then by the cyclical properties this cryptographic primitive responsible to probabilistic properties of
random substitution and by this criterion can be adopted for use. Actually such studies, particularly
on nonlinear replacement nodes or reduced BSC models are promising direction for further work.
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Abstract: The coding of residues number witch submitted the appropriate modules of residual classes system (RCS),
made with data from complete system of the smallest non-negative residues (CSSNR) was show in the article. In this
aspect, CSSNR is the basis for the construction of non-positional code structure in RCS. Possible field of science and
engineering, where there is an urgent need for fast, reliable, and high-precision integer calculations were clarified
and systematized in the paper. On the basis of studies of the properties of RCS were examined the advantages and
disadvantages of using modular arithmetic (MA). Using the results of the analysis of problems of integer data and a
set of positive attributes of MA, the classes of problems and algorithms, which using RCS, much more efficient binary
positional numeral systems were defined in the article.
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1 Introduction

At present time there is a number of fields and directions of science and technology, where a
need in fast, reliable and highly precise integer arithmetic calculations exists. We can say, that in
almost all fields of science the integer arithmetic calculations are used. First of all, they are such
fields of science as mathematics, physics, astronomy, technical science, geodesy and meteorology,
seismology etc. Let's note the following directions in science and technology, where there exists the
necessity in fast, reliable and highly precise integer arithmetic calculations: arithmetic operations
with integer numbers and polynomials; integer linear programming; operations with numbers and
sets, the solution of the multidimensional NP-complete problems; implementation of routing algo-
rithms (algorithms for finding the shortest path); problems of ways and matrix multiplication; prob-
lems of fast Fourier transform and it's applications; the creation of artificial intelligence systems
(neural network data processing system); tasks for military purposes; digital signal processing, digi-
tal image processing; cryptographic transformation; highly-precise integer arithmetic; the solution
of problems related to the space research; highly-precise digital-to-analog and analog-to-digital
conversions and so forth.

The results of the researches conducted during last few decades in the field of information tech-
nologies by different groups of scientists and engineers of methods of productivity improvement,
reliability, survivability, and reliability of computer systems calculations and data processing means
presented as integers (CSIDPM), showed that within the positional numeral systems (PNS), it is
practically impossible to achieve it [1-3]. First of all, it's caused by the main disadvantage of mod-
ern CSIDPM that operate in PNS: the presence of inter-bits links between the processed operands.

© Krasnobayev V., Koshman S., Moskalenko A., 2017 22
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These links significantly impact the architecture of the calculator and methods of implementation of
arithmetic operations, implemented by CSIDPM; complicate the apparatus and limit the speed of
the arithmetic operations of addition, subtraction and multiplication. In this regard, improving
above mentioned characteristics of CSIDPM in PNS, is carried out, first of all, by increasing the
clock frequency, development and application of methods and means of parallel data processing as
well as by using different types of redundancy. This circumstance led to the need of finding the
ways of increasing the effectiveness of CSIDPM functioning, for example, through the use of new
architectural solutions by applying non-positional machine arithmetic, in particular, on the basis of
non-positional numeral systems use in residual classes (NSRC). The well-known Chinese remain-
der theorem (the task of restoring the original number A by the aggregating of its remains (deduc-
tions) {a;} by dividing it into a series of natural numbers ms, my, ..., m, (modules) of NSRC), which
was previously interpreted as a structural theorem of abstract algebra, guaranteed the specified par-
allelism in the calculations over integers, under the conditions that the result of ring operations be-
longs to the range of integers, defined by models product of NSRC. The results of conducted re-
searches of the implementation of arithmetic operations methods in NSRC led to the creation of
new machine arithmetic. Having its ideological roots of the classical works of Euler, Gauss and
Chebyshev on the theory of comparisons, NSRC introduced new ideas in the development of crea-
tion methods of highly-productive and ultra reliable CSIDPM [1,4,5].

2 The main part

For the first time the results of theoretical studies devoted to the possibility of practical applica-
tion of NSRC as a numeral system (NS) of CSIDPM, were published in 1955-1957 in the scientific
works of Czech scientists M. Valaha and A. Svoboda. Non-positional number system in NSRC is a
NS where integers are presented as a set of non-negative deductions (residues) in the group of mu-
tually pairwise prime numbers which are called bases or modules of NSRC. In this case there are no
inter-bits relations between processed numbers residues, that gives opportunity to perform arithme-
tic operations excluding bit relations between numbers residues. The use of NSRC-based machine
arithmetic allowed to create actually operating CSIDPM. In the 60s of the past century the team of
scientists and engineers headed by the doctor of technical sciences, professor D.l. Yuditskii, created
A-340A the world’s first experimental computer and T-340A serial computers, functioning in
NSRC. These computers were intended for regular polygon version of Dunay-3UP radar, which
was the part of the USSR A-35 missile defense system. In the 70s of the past century for radar sta-
tions there were created such CSIDPM in NSRC as "Diamond" and 5E53 supercomputers.

However in the 80s of the past century due to a number of objective and subjective reasons the
interest to modular arithmetic (MA) is significantly reduced. It was primarily due to the death of the
Director of the Microelectronics Center, developing the general theory and practical creation of a
computer in NSRC located in Zelenograd, Moscow Region, the Director and the chief initiator of
project Lukin Fedor Victorovich and therefore, the complete termination of practical works, con-
nected with the use of MA. But then this direction was restrained by the imperfection of the existing
at that time element base of computers, as well as the existing methodology of computer systems
and components designing, principally focused at that time only on the binary system calculation.

Now the interest to the use of NSRC is increasing again. Ultimately it is caused by:

— the emergence of the numerous scientific and theoretical publications devoted to the theory
and practice of the computer systems and components creating in NSRC;

— wide distribution of mobile processors that require high speed data processing at low energy
consumption; the lack of inter-bits transfers during arithmetic operations of addition and multiplica-
tion of numbers in NSRC allows to reduce energy consumption;

— strong interest to NSRC is being shown by the banking structures, where it is necessary in
real time to handle large amount of data safely and reliably, i.e. they are required highly-productive
means for highly reliable computing with errors self-correction, that is typical to the NSRC codes;

— the elements density increasing on a single chip doesn’t always allow to perform a complete
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and qualitative testing; in this case there is an increasing importance of providing failover operation
of CSIDPM;

— the need for the use of the specialized CSIDPM to perform a large number of operations on
vectors, which require high-speed performance of integer addition and multiplication operations
(matrix multiplication problems, the problems of the scalar product of vectors, Fourier transfor-
mation, etc.);

— the widespread introduction of microelectronics into all spheres of human activity signifi-
cantly increased relevance and importance of previously rare, and now so massive scientific and
practical problems, as a digital signal and image processing, image recognition, cryptography, mul-
ti-bit data processing and storage, etc.; this circumstance requires enormous computing resources
being in excess of the existing possibilities;

— the current level of microelectronics development is coming to its limits from the point of
view of productive provision and reliability of existing and future computer systems and compo-
nents of large data sets processing in real time;

— taking it over nanoelectronics, molecular electronics, micromechanics, bioelectronics, opti-
cal, optoelectronic and photonic computers and others are still rather far from the real industrial
production and employment.

— the modern development of integrated circuit technology allows to have a fresh look at the
principles of devices construction with modular arithmetic employment and provides wide opportu-
nities to use new design techniques (such as the methodology of systems design on a chip-SOC)
both in the development of individual computing units, and computer systems in general; integral
technology enables more flexible design of computer systems and components and allows us to im-
plement NSRC-based devices as effectively as on the basis of the binary system; furthermore at
present in order to improve the effectiveness of computer devices development, automated design
systems (ADS) are widely used; in this respect, the design of computer systems and components
based on NSRC does not differ from the working with the help of ADS data of binary data-blocks
in PNS;

— unfortunately, Ukraine today in contrast to the theoretical development, technologically is
behind the foreign microelectronics of some leading countries; in this case, it is advisable to use the
existing theoretical achievements and practical experience in the creation of effective computer sys-
tems and components in NSRC.

In [1] it is given a definition of NSRC. In this case NSRC is considered a generalized version of
NS, in which any natural number A, including zero, is represented as a set of the smallest positive
residues (deductions) of the division of the original A number on preset m;, my, ... m, natural num-
bers, called bases or NSRC modules. In literature it is often not entirely fair the term NSRC is iden-
tified with "residue class™. In some cases, this circumstance can interfere the analysis of the results
of solving the data processing problems presented in MA. In this regard it is important to consider
the correlation between the notion of NSRC and RC. We’ll give a definition to the notion "residue
class". Let’s consider the set {A} of all natural numbers, including zero. From the set of natural
numbers we choose an arbitrary number (module) m;. While dividing any natural number on m;
module we can get the following set of residues: 0 (A number is divided into the m module integral-
ly), 1, 2 ... mj— 2 and m;— 1. All the set of natural numbers including zero, can be divided into m;
0,1, 2, ... mj -2 and m; -1) of different groups of numbers (residue classes), including in each RC
the numbers which, while dividing into the module m;, give the same remainder. It is considered,
that these numbers are comparable with each other on module m;.

The residue class modulo m; of NSRC can be denoted by the symbol RCJ(.”, where i — the num-

ber of the base of orderly (m;< mis1) NSRC (i =1,n); j — the RC number in the system of residues
for a given module m; (j =0,m, —1). In the general case, the residue class of RC{” modulo m; we

will call the set of all integers, including zero, which while dividing into the modules m; give the
same  positive  balance.  Taking into account  the  well-known  correlation
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(—A)Ymodm, =(m.-k—A)ymodm.(k =1, 2, 3,...), all RC on arbitrary module m; of NSRC can be
represented in the form of

RCY = 0 { ., -2:m, -m, 0,m,  2:m,  3m, .,
RCY = T { ., -(@m-1), —=(m-1), L m+1 2-m+1 3-m+1 ..},
RCY = 2 { ., —(2m=-2),-(m-2),2,m+2, 2.m+2,3-m+2,..},
RCS’ - 3 { vy —(2:m =3), —=(m =3), 3, m +3, 2-m +3, 3-m +3,..},
RCY = T { o —=@m—j)—(m—j)j, m+j 2:m+j3m+j..}
j i i i i i
RCY, =m -2{.., —(Mm+2), -2, m; -2, 2-m. -2, 3-m —2, 4-m -2, ... },
m; -2 i i i i i i
RCY,=m—1{ .., —(m+1), -1, m~-1 2-m~1 3-m-1 4.m-1 ..} 1)

If one arbitrary residue is taken from each RC, then such set of m; integers will be called a com-
plete residue system (CRS) modulo m;. Having taken one specific residue from each RC, draw up
some possible options for CRS modulo m;: 0, 1, 2, 3, ..., mj— 1 — is a complete system of the small-
est non-negative residues (CSSNR); m;, 1, 2, 3, ..., mj— 1 — is a complete system of the smallest
positive residues (CSSPR); 0, 1, 2, -2, ..., -1 — is a complete system of the smallest in absolute val-
ue residues (CSSAVR). As within each module they operate only with natural numbers, including
zero, for the formation of NSRC with the m,, m,, ..., m_ bases it is necessary to use n CSSNR from
each set of RS. In this case all possible RC (C) for the first my, for the second (C®)) m, and the

last (C™)m, of NSRC modules, have been represented respectively by the expressions (2), (3) and
(4). For the first NSRC m; module we have the following set of RC

RCY = 0 { 0 m,, 2-m, 3m, ..}
RCY = 1 { 1, m+l 2m+1 3m+1 ..},
RCO = 2

2, m+2, 2-m+2, 3-m+2, ..},
1 1 1

RCY,=m-2{m-2, 2m-2 3m-2 4m-2, .}
RCY, =m-1{m-1 2-m-1, 3m-1 4.m-1 ..} @)

Obviously, for the module m; of NSRC the CSSNR will consist of residues:

012,..,m-1.
For the second m, module of NSRC we have the following set of RC
RCP?= 0 { 0 m,, 2-m,,  3m, ..}
RC?= 1 { 1 m,+1, 2-m,+1, 3-m,+1 ..},
RCP = 2

2, m+2, 2-m+2, 3-m+2,..4,
2 2 2

RCrquz)_zz m2_2 { m2_21 2'm2_2! 3'm2_2’ 4'rﬂ2_2' }'
RCr(nzz){L: m, -1 { m,-1 2-m,-1 3-m,-1 4.-m,-1, } )
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For the module m, of NSRC the CSSNR will consist of residues: 0,1, 2,...,m, —1.
For the last NSRC m, module we have

RCW = 0 {0, m,, 2-m, 3m, ..}
RC” = 1 {1 m+1 2m+1 3-m+1 ..},
RC" = 2 {2 m+2 2m+2 3m+2, ..}

RCM,=m-2 {m -2 2-m -2 3m-2 4-m-2 ..}
Rcr(n:)—lz mn_l {mn_l’ 2'mn_l’ 3'mn_l’ 4'mn_1’ } (4)

For the module m, the CSSNR will consist of residues: 0,1, 2, ..., m, 1.

Thus, the NSRC is characterized by using of n, the number of bases of CSSNR.
Here is an example of CRS definition for the module m;=5 of NSRC. Residue classes modulo
five can be represented in general form

0 {..-10, -5, 0, 5, 10, ...},
1 {..-9 -4 1, 6 11, ...},
2 {...-8 -3, 2, 7, 12, ..},
3{...-7, -2, 3, 8 13, ..},
4 {..-6, -1, 4, 9, 14, ..}

Taking one residue from each RC, we compose all the variants of the complete residues systems
modulo five: 0,1,2,3,4 — CSSNR; 5,1,2,3,4 — CSSPR and 0,1,2,-2,-1 — CSSAVD. According to the
definition, CSSNR 0,1,2,3,4 is used in NSRC.

Actually, there is an opinion [3], that it is possible for NSRC not to be called a number system.
Indeed, NSRC bases are connected to each other so, that they are selected in a certain way and se-
cured by the permanent modules for the given NS. Each residue modulo is informationally inde-
pendent on other residues, however, during the implementation of arithmetic operations within each
residue unitary or binary NS is generally used. Thus NSRC may be determined not as the number
system, but as a special design code numeric data structure, that is specially encoded block of nu-
merical data.

It should be noted that in the proposed approach the NSRC is not opposed to binary PNS, and
serves as its extension that allows to solve effectively a certain class of problems. Therefore, the
most effective in this case, is an approach that unites the use of a combined MA and binary PNS
notation in constructing the control systems. Upon that, for example, control of the entire system
can be carried out by the conventional binary commands and blocks; and data processing is per-
formed on the basis of a modular representation of numbers. Thus, the use of the advantages and
benefits of NSRC, along with the traditional binary method of control systems constructing can lead
to the productivity increase of CSIDPM in general.

To answer the question of whether to use NSRC it’s necessary to investigate the influence of the
MA basic properties on the structure and operation principles of CSIDPM. Possible logical algo-
rithm research diagram of NSRC effective application can be represented as follows:

— toindentify the areas and directions of science and technology where integer calculations are
necessary; to show in which tasks and algorithms (specifically, to name and show the most im-
portant ones) integer calculations are used; first of all the tasks and algorithms, which include such
operations as arithmetic operations of addition, subtraction and multiplication in a positive and neg-
ative number ranges, as well as arithmetic operation and algebraic comparisons of numbers;
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— to justify the relevance requirements and the need to increase the speed of integer calcula-
tions, i.e. to justify the need to increase CSIDPM productivity in order to (to increase the speed of
integer calculations it’s necessary to create CSIDPM of increased (in comparison to the existing
ones)) productivity;

— to consider the existing and advanced methods for production increase of CDIDPM, operat-
ing in the PNS; possible conclusion: the existing and advanced methods of performance improving
of CDIDPM in PNS do not always satisfy the increasing demands to the improved performance im-
plementation of integer calculations (denote the main reason);

— to consider one of the possible (referred to in modern literature) options for creation of
highly productive CDIDPM on the basis of NSRC; on the basis of the analysis of the NSRC proper-
ties and the results of the previous and up-to-date researches of theoretical and practical develop-
ments in the application field of non-positional number system, to justify the possibility of its effec-
tive application in order to improve the CSIDPM performance.

If the proposed algorithm research scheme is adopted, then the theoretical researches, devoted to
the CSIDPM production increase on the basis of NSRC implementation can be carried out. Meth-
ods, models and data processing algorithms in NSRC are being developed. Comparative analysis of
the achieved results are being conducted.

Before defining a class of tasks and algorithms for which the mathematical apparatus of the
numbers theory is effectively applied, it is necessary, on the basis of the results of the NSRC prop-
erties researches, to analyze the advantages and disadvantages of the MA use.

3 The properties of the residual classes system

Let’s consider the influence of the NSRC basic properties on the CSIDPM structure and princi-
ples of functioning [6-9].

1. The independence of residuals. This property gives the opportunity to build CSIDPM in the
form of a set of independent, parallel working separate computational paths of information pro-
cessing, functioning independently from each other according to their specific module m; Thus,
CSIDPM functioning in NSRC has a modular design, that allows to carry out technical service and
elimination of failures and malfunctions of computational paths by their simple replacement without
interrupting computational task solving. Arithmetic operations realization time in CSIDPM is de-
termined by the time of operation realization in computing path over the NSRC greatest m; basis.

Besides, the mistakes arising due to binary bits schemes refusals (failures) in any CSIDPM com-
puting path, are not "multiplied” in the neighboring tracts they (remain within one residue), that
gives the chance to increase the calculations accuracy in NSRC. At that it doesn’t matter whether
there had been single or multiple errors or multitude of errors with the length of no more than
[logz(m;-1)]+1 binary bits. An error, occurred in the CSIDPM computing path on the base of m; is
stored in this path until the end of the calculations or is self-destructed in the process of the further
calculations. This property of NSRC allows you to create a unique errors control and correction
system in the dynamics of the CSIDPM computational process (without stopping the process of cal-
culation) at the introduction of the minimum code redundancy that is essential for the data pro-
cessing systems operating in real-time.

2. The residues equality. We can note that there is a close connection between the arithmetic
codes in NSRC and arithmetic AN-codes in PNS. Arithmetic codes in RNS are a futher develop-
ment of the known positional arithmetic noise-combating multiresidual AN-code. In general terms
multiresidual AN-codes is represented in the form of

A =(A,A (modm,), A (modm,),...

..y A (modm,),..., A (modm, _,), A (modm,)) ©)

Ac=(Aca,8,,..,8,), (6)
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where a, = A —[A./m.]m..

When performing a ratio l_Imi > A the set of residuals {ai} uniquely determines the number

i=1
Ay In this case, in the expression structure (5) the value Ax can be excluded. Then a multiresidual
code (5) in PNS takes the form of the NSRC code A =(a,,a,,...,a,) (6), that allows to realize

modular arithmetical operations on certain independent computing paths, operating only with resid-
uals {a;}.

Based on the procedure of numbers formation in NSRC, it’s obviously, that any residual a; of
number A=(a,a,,...,a,) carries all the information about the original A number, that gives the op-

portunity by using the programming methods to replace the refused computing path m; modulo on
the operable path m; modulo (under the condition that m; < m;) without interrupting the task solution.
Thus, CSIDPM functioning in NSRC and having, for example, two control bases, ensure self opera-
tion in case of any two computing path failure. In case of failures in the third or fourth paths
CSIDPM continues the computing program execution under some dilution of computing precision
i.e. CIDPM in NSRC has the property of a gradual degradation. This property defines a specific dif-
ference of the CSIDPM functioning in NSRC: the computer system depending on the requirements
imposed to it can have different reliability, computing accuracy and high-speed performance in the
calculating process dynamics. Thus, during the tasks solution course, it is possible to vary CSIDPM
reliability, computing validity, accuracy and speed. Really, let data be determined by the numerical

code presented by the set of bases {m;} (i=1,n+k) of NSRC. It is known that the time of arithme-
tic operations execution and decision accuracy depends on the amount of n information bases, and
reliability of CSIDPM functioning and validity of calculations depends on the amount of k control
bases of NSRC. Let in the process of calculations there was a necessity to enhance the reliability of
CSIDPM functioning and (or) validity of calculations. In this case, in real time, without interrupting

the calculations, there is a redistribution of NSRC bases {m;} as follows i=1n"+k’, and n’ <n,

k' > k. Atthat n+k =n"+k"=const. In this case accuracy of calculation is diminished and it is in-
creased the speed of arithmetic operations, that are determined by the amount of information bases
n'. If there is a necessity to increase accuracy of decision on the separate section of the computed

program, then the redistribution of the program is carried out in the following way: i=1,n"+Kk"

(n+k =n"+k"=const). In this case with the increasing of calculation accuracy (n" > n), CSIDPM
reliability (validity of calculations) and the speed of the given task execution is diminished.

Non-module operations (operation of control, correction, comparison, etc) in NSRC are carried
out in the same way. The time necessary for the execution of non-module operations in NSRC is
proportional to the number of n information bases, i.e. to the number of bases, determining the ac-
curacy of calculations. Transition to the calculations with less accuracy allows to increase the speed
of CSIDPM. If the ordered (m; < mjs+1) NSRC is expanded by the addition of | bases, each of which
is bigger than the previous base of the initial NSRC, then the minimum code distance dmi, iS in-
creased automatically on the value of I. One can obtain the same by diminishing the information
bases number of n, i.e. passing to the calculations with less accuracy. Therefore, there is some back
proportional dependence between the correcting possibilities of codes in NSRC and the accuracy of
calculations. Being applied to PNS the described property, having the possibility to change a corre-
lation between the number of information and control bases in the process of problem solving is
based on the well-known method of variable scaling, allowing to diminish the amount of bits in the
presentation of numerical information in PNS. Due to it we can introduce the additional bits to or-
ganize hardware operative control while having limitations to the increase of weight, dimensions
and cost of CSIDPM. Upon that one can vary the accuracy, speed and reliability of calculations.
However the specific character of PNS creates the following limitations to the variable scaling
method:

— before each timing period of the program implementation it is necessary to make the addi-
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tional operations of data transfer, reducing the real speed of CSIDPM on 10 %;

— prior to the preparation of the variable scaling program it is expected to do more theoretical
work on the definition of rational scaling coefficient;

— scaling should be applied only for a certain class of problems;

— the given method is generally inexpedient for CSIDPM operating in real time.

Sharing the first and the second properties of NSRC causes the existence of three types of redun-
dancy simultaneously in CSIDPM: structural, information and functional. Based on the idea of the
structural redundancy, the sharing of the first and second properties allows to synthesize a model of
CSIDPM reliability in NSRC, corresponding to the model of the dynamic redundancy in the PNS.
In this case, the information paths m; + m, of CSIDPM play the role of the working elements and
path mg.1) + Mnek) — the role of reserve elements, where Kk is the number of control (backup) NSRC
bases.

3. The low-bit of residues. This characteristic allows significantly improve the reliability of
CSIDPM and the speed of arithmetic operations both by the low-bit of CSIDPM computing paths
and through the ability to use (unlike PNS) table arithmetic where arithmetic operations of addition,
subtraction and multiplication are performed in one step virtually. In particular the low-bit of resi-
dues in representation of the numbers in modular arithmetic gives possibility of a wide choice of
options for engineering solutions while implementing modular arithmetic operations based on the
following principles:

— summation principle (based on low-bit binary adders);

— table principle (based on the use of ROM of small size);

— direct logical principle of arithmetic operations implementation, based on the modular oper-
ations description at the level of switch functions systems of Boolean algebra;

— ring shear principle based on the use of ring shear registers.

On the base of the analysis of the possible use of these three main characteristics (independence,
equal rightness and low-bit of residues, defining non-positional code structure in MA) non-
positional arithmetic in NSRC, compared with the PNS, has the following significant advantages:

— the possibility of calculations parallelization at the level of decomposition of operands,
which greatly improves their high-speed performance;

— the possibility of spatial separation of data elements with the possibility of their following
asynchronous independent processing;

— the possibility of table (matrix) execution of a basic set of arithmetic operations and
polynomial functions with single-cycle sampling of modular operation results;

— the possibility of establishing a system of CSIDPM control and correction with the effective
detection and correction of faults and failures;

— the possibility to control and correct the errors in the dynamics of the CSIDPM computing
process;

— the possibility to use effectively passive and active failsoft on the base of the operational
reconfiguration of the CSIDPM structure;

— -less computing and time complexity for the separate classes (types) of integer problems;

— demonstration of the special property of the CSIDPM structure in NSRC, ensuring the lack
of error expansion effect when implementing arithmetic operations of addition, subtraction and
multiplication;

— adaptation of the CSIDPM structure in NSRC for the rapid diagnostics of calculator blocks
and points;

— the possibility to increase the CSIDPM reliability in NSRC as a result of the effective
simultaneous use of both passive and active failsoft.

— Along with the mentioned benefits of modular arithmetic we can emphasize the number of
advantages regarding to the integrated form devices implemented with the MA means [10,11]:

— independent operation of each computing channel of CSIDPM in NSRC according to the
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corresponding modules provides significant flexibility in the topological design and layout of the
crystal;

— trace interconnections are distributed only within a separate channel for each module of
NSRC, which excludes the availability of long routes and, as a result, provides some reduction of
power consumption and reduction of signals time delays over critical paths;

— tracing of clock frequency circuits within the data processing channels for each module of
NSRC is being improved, that in turn reduces the peak emission in drive circuits;

— implementation of the computing devices on the base of PLD possessing less gating re-
sources, can be easily planed and placed in a few crystals, the possibility of using the table methods
of multi-bit numbers processing on a single chip, under the condition that the chip area is not
critical;

— introduction of additional redundant channels to design fail-soft systems without full dupli-
cation of each computing path of CSIDPM in PSRC.

The represented peculiarities of the integrated devices based on the modular representation indi-
cate that while analyzing and comparing them with conventional positional one, we can not be lim-
ited by only usual comparison of speed and occupied space. It is also necessary to take into account
the given indicated factors, as they are very important in the development of highly-productive sys-
tems, among them the operating in real time ones. Let’s note that when writing program in the PNS
programmers have difficulties when they have to use large numbers in the program (22%-2?8 bits).

Let’s consider the main drawbacks inherent to NSRC:

— by the type of number in NSRC its quantitative value can not be determined;

— one of the major practical problems is the complexity of the division operation execution;
ratio of A/B may not be an integer number, and if it is integer one, in general case, it is impossible

to find its exact modular presentation, computing a, /b modulo m, for each value of i;

— it’s also difficult to perform comparison operations for a variety of modular representations
{a,,a,,...,a,} and {b,b,,...,b }; that leads to the problem of overflows control (i.e., checking out-

put results beyond the numerical range 0+ M —1);

— to ensure compatibility with the existing binary PNS (binary representation of data)
CSIDPM in NSRC should have, respectively, the forward converter in modular representation and
inverter in the binary number system; converters can also make a significant contribution in both
hardware costs and speed of such devices;

— the basic modular operations are more complicated in the technical implementation and
more expensive in terms of a chip occupied space and speed than similar binary ones.

Shortcomings listed above limit the scope of the MA, so computer components in the NSRC are
rarely implemented in general-purpose machine blocks. But it is possible to allocate a number of
specific applications, the implementation of which with the use of the MA is believed to be the most
effective. Computer devices where the main calculation share is on multiplication operations com-
bined with addition and subtraction, or computer systems of increased reliability belong to these
applications.

Correction of the NSRC disadvantages expands the modular arithmetic applicable scope. In par-
ticular, the simplification of the comparison operation implementation and the development of the
effective methods and numbers division algorithms will make it possible to apply NSRC in general-
purpose computers for solving a wider range of tasks.

The results of the tasks analysis of the data integer processing and accounting for the whole posi-
tive properties of NSRC defines the following classes of problems and algorithms, in which the
non-positional number system is essentially more effective than PNS:

—  cryptographic and module transformations;

— signals digital processing (image compression, algorithms implementation of Fourier rapid
and discrete transformations, etc.);

— integer processing in real time and large bits storage (2% - 2'% bit);

30



ISSN 2519-2310 CS&CS, Issue 3(7) 2017

— vector and matrix processing of large data files;

— neurocomputing information processing;

— optoelectronic tabular data processing;

— monitoring, diagnostics and jam-resistant data coding in CSIDPM,;

— using of CSIDPM in NSRC as a computer arithmetic expanders or a general-purpose com-
puting system, performing modular operations of addition, subtraction and (or) multiplication.

4 Conclusions

In the present article it has been shown that the number residues coding, submitted by the respec-
tive NSRC bases, is performed by the data from CSSNR. Thus, CSSNR is the basis for the con-
structing of the non-positional data code structure in NSRC. This is on the one hand. On the other
hand the residue classes for each module of NSRC are the basis for the CSSNR formation. Within
this framework, strongly mathematically, the notions NSRC and RC cannot be identified. However,
experts in the field of MA often use vernacular term RC, having in mind the NSRC.

In the paper there have been specified and systematized the possible fields of science and tech-
nology, where there is an urgent need for fast, reliable and high precision integer calculation. There
have been shown, that to reach essential "breakthrough” in that direction in PNS is nearly impossi-
ble. In fact, the PNS employment in electronics has reached its potential, that is defined by the im-
possibility to eliminate the inter-bits links between the processed operands in CSIDPM. There is no
such drawback in CSIDPM, functioning in NSRC. On the basis of the results of the NSRC proper-
ties research, there have been analized the advantages and disadvantages of the MA use. Having
used the results of the analysis of the data integer processing tasks and a set of MA positive proper-
ties, in the paper there have been formulated tasks and algorithms classes, for which the NSRC use
is essentially more efficient than PNS.
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Annomayusn. Hcxoos u3z HeoOX0OUMOCMU HAXOJHCOEHUE HOBbIX PpeuleHuli AKMyaibHOU 3a0aiu C80eB8PEeMEHHO20
€030anUsl, MOOEPHU3AYUYU 6 PAMKAX 3ANIAHUPOBAHHO20 0I00dcema 6a3 OauHblX, 001A0AWUX mpebyeMbiMu Kaye-
cmeamu, gopmynupylomes mpeboganus, npedvagniemvle K paspabamoleaemoli mooenu oannvix. B coomeemcemeuu
€O ChopMYIUPOBAHHBIMU MPEDOBAHUAMU U OOWUM NOOXOO00M K NpodIeMe CeMAHMUYECKo20 MOOeIUPOBAHUs, Npeo-
nodcennvim K. [eiimom, cunmesupyemcst MoOeib OaHHbIX, NOYYUBULASL HA38AHUE — «OOBEKM-COObIMUE).

Knrwouesvie cnosa: modenv OanHwix, ceManmuyeckoe (KOHYenmyaibHoe) Mooeiuposaniue, 6a3a OaHHbIX.

1 BBeagenue

Pa3Butne texnonorun 6a3 nanusix (bJl) mpuBeno K co3laHHI0 BECbMa MOIIHBIX U YIOOHBIX B
sKcrutyatauu MH(opmanuonHslx cucreM (MC), Bo3pacraHue posid KOTOPBIX B COBPEMEHHBIX
YCIIOBHSIX SIBJISIETCS OOBEKTUBHOM PEabHOCTHIO, 00YCIOBICHHONH HEOOXOIMMOCTBIO MPEI0oCTaBIe-
HUSI CBOEBPEMEHHOM M JI0CTOBEpHON MH(OpMaIK, Kak 0JJHOT0 U3 HauboJjee BaKHOIO pecypca 00-
LIECTBA, JUIsl MPUHATUS ONTUMAJIBHOTO PELICHUs MPAKTUYECKU BO BCeX cepax IeATeNbHOCTH 4de-
JIOBEKa. AHAJIN3 KIIHOYEBBIX MPOOJIEM, COBPEMEHHOTO COCTOSIHUS M Pa3BUTHUS TEXHOJIOTUH 0a3 naH-
HBIX [M0Ka3aJl, YTO OCHOBHbIE MTPOUCXOSAIINE CETOIHS U3MEHEHHS B JaHHOU 00s1actu, 00yClIOBIEeH-
HbIE PA3JINYHBIMH (PAKTOPAMH, B TOM YHCJI€, OBBIIIEHHBIM HHTEPECOM K OpraHU3allii XpaHEeHUs U
o0paboTke 0OoNBIINX 00BEMOB CTPYKTYPUPOBAHHBIX M HECTPYKTYPHUPOBAHHBIX JAHHBIX, pacrosia-
TalolMXCcs BO BCEBO3MOXHBIX HCTOYHUKAX, MOTPEOHOCTHIO IOCTOSHHOTO COBEPIIEHCTBOBAHUS
neiicteyromux MC, myreM ux ajganTalyy K M3MEHEHUSIM BHEIIHEW cpenbl BHE 3aBUCHMOCTH OT
KOHKPETHOW 00JacTU MPUMEHEHUs, pacIlupsIONUMUCS TpeOOBaHUSAMHU MOTpeduTened uHpopma-
LMOHHBIX MPOJYKTOB, BbI3BaHbl HEOOXOAMMOCTBIO PELIEHHS] HOBBIX HAYYHO-IIPAKTHYECKUX 3aJ]ad.
OnHOM M3 TakMX aKTyalbHBIX 3ajad4 sIBIsSETCS 3a/1aya aganrtanuu jaeictyromux b/l nndopmarm-
OHHBIX cHCTeM opraHu3anuoHHoro ymnpasienus (MCOVY) k HOBBIM yCIOBHSAM (PYHKIIMOHUPOBAHUSI.

VYcroitunBasi TeHIEHIINUS HEOOXOIMMOCTH MOCTOSIHHOTO COBEPIIEHCTBOBAaHUS JIeHCTBYIOMX bJ]
NCOY, nyrem ux ajgantalud K U3MEHEHMSIM B NpPEAMETHOM 00JacTH M TpeboBaHUSM Ou3Hec-
MIPOIIECCOB, BEIET K POCTY BOCTPEOOBAHHOCTH MPOEKTOB MOJEPHU3ALMH, HHTErPAllU1, 3aMEHBI CY-
IIECTBYIOLIUX CUCTEM. A UMEHHO MPOeKTOoB Mo: pazpadoTke HOBBIX b/l MCOVY u ux unrterpanuu c
cymectByomuMu bJl nadopmannoHHeix cucreM; paspadorke HOBBIX b/l NCOY c 1ienpio 3amMeHbI
cymectBytomux bJ[ nadopmanmonnsix cuctem; Mmoaepumn3anuu cymectsytomux b/l UCOY, cytsb
KOTOPBIX — PEUHKUHUPUHT JIeMCTBYIOMUX 0a3 JaHHBIX MH(POPMALMOHHBIX cucTeM. C peHMHKUHH-
punrom B/l UCOY B pabote cBS3BIBAIOTCS TaKue AOCTATOYHO IIUPOKO MCIHOJIB3YeMbI€ B paziuy-
HBIX UCTOYHUKAX MOHATHSA, KaK: 3BOMIONNA 0a3 TaHHBIX WH(OPMAIIMOHHBIX CUCTEM, MUTPAIIHS, MO-
JIepHU3AlLNs, PECTPYKTYpHU3aLUs, MPAMOM, 0OpaTHBIA MHKUHUPHUHT U T. 1. [{eSTelIbHOCTh, COOTHO-
CHMasl C TUMHU HOHSATHUSAMH, TOJPa3yMEBAET €€ PacCMOTpeHue J1u00 Kak oAHYy U3 (opM, J100 Kak
noxanporecc mporecca peurwkuanpunra b/ UCOY. Ilpu sTom ogHMM M3 BaXKHBIX TpeOOBaHUH,
IIPEIBABISAEMBIX K Mpoleccy peuHkuHupunra cymecrsyromux b/l UCOVY, saBnserca cBoeBpeMeH-
HOCTb 3aBEpPIIEHUSI COOTBETCTBYIOLIUX MPOEKTOB B paMKax 3alUIaHMPOBAHHOIO OIOJPKETa C 3ajaH-
HBIMH XapaKTEPUCTUKAMM KayecTBa, KOTOPOE, K COXKAJIEHUIO, KaK IOKa3bIBAIOT PE3yJIbTaThl aHAIU-

© Ecun B., 2017 33


mailto:kavserg@gmail.com

ISSN 2519-2310 CS&CS, Issue 3(7) 2017

3a IT-npoexkToB, NPOBEAEHHOTO MEXAYHAPOAHBIMU OpPraHU3ALMSIMH SKCIIEPTOB, HE BCETa BBINOJI-
Hsercs. Jlocrarouno Oosnbinoe yuciio npoekTos (6osxee 60%) ObLIM MPOBaJIEHBI WU 3aBEPILIEHBI C
OTIO3/ITaHUEM, ITPUYEM C TOPa310 OONBIIMMHU 3aTpaTaMu, YeM IIaHUPOBAIOCH [1,2].

Hanuuo cymiectBoBanue HepelieHHON MpoOieMbl, CBSI3aHHON ¢ HEOOXOJMMOCTBIO CBOCBPEMEH-
HOTO CO3/aHus1, MOJICpPHHU3AIMY B paMKaX 3arjaHUPOBAHHOTO OIOKeTa MH(OPMAIIMOHHBIX CHCTEM,
oOnanaromux TpeOyeMbIMU KaueCTBAMH, U OTPaHUYEHHOCTHIO BO3MOKHOCTEH CYIIECTBYIOIIUX Me-
TOJIOB TIPOEKTUPOBAaHUA. B OTHOIIEHWH pensiuoHHbIX 0a3 maHHbix (PBJl), xak momyduBIIHX
HaubosbIiee pacupoctpanenue B UC paccmaTpuBaeMoro kiacca, ykasaHHas OrpaHUYEHHOCTh BO3-
MOKHOCTEH 00yCJIOBJICHAa OpPHEHTAIle TPAJAULUOHHOW METOMOJIOTUU HX MPOEKTUPOBAHUSA, HC-
noas3yemoit nipu pennxuaupunre bJI MCOY, Ha urepaiimoHHyro, JOCTAaTOYHO CJIOXKHYIO U TPY10-
EMKYIO TPOLEAYPY CO3MaHUSl YHUKAIbHBIX KOHLENTYAJIbHOW MOJEINH, JOTUYeCKOH U (hru3ndeckoi
cxeM 1pu pa3pabotke HoBoi B/, mubo Ha cymiecTBeHHOE UX NMPeoOpa3oBaHKE MPU MOAECPHU3ALUY.
Yro yacto BieueT 3a co0O0il 3HAUMTENbHbIC, HE BCErJa MPOTHO3UPYEMble OOBEKTUBHBIC 3aTPaThI
BPEMEHHBIX U (DMHAHCOBBIX pecypcoB. B pe3ynpTaTe BO3HHMKAeT OOBEKTHBHAsE HEOOXOIUMOCTH B
MEPECMOTpPE CYLIECTBYIOMIMX MOAXOJ0B, METOJOJOTHI U TEXHOJOTHH pEeHMHKUHMpPHHra 0a3 naH-
HBIX. A UMEHHO MOTPEOHOCTh B MPOBEACHUM UCCIICAOBAHUI, HAMPABICHHBIX HA CO3[aHHE TAKUX
YHHUBEPCAIBHBIX MOJICTICH U METOJIOB 00eCIeueHHs aJanTUPYEMOCTH PENISIIUOHHBIX 0a3 JaHHBIX K
u3MeHeHusaM B npeameTHor obmactu (IIpO), koTopeie MO3BOIAT U30ABUTHCS OT HEOOXOIUMOCTH
3aTpaTHOM MOJUTHKYU BBIIOJIHEHUS JIUIIHUX padoT npu peunkunupunre b1 UCOY.

[IpoBeneHHBIN aHANU3 U3BECTHBIX «PACHIMPEHHBIX» Mojenel (TepmuH, BBeAeHHbINH K. [lefiTtom
[3], mist 0603HaUEHHS MOJIETICH, HCIIOIb3YEMbIX MIPU CEMaHTHYECKOM MozeaupoBanun): ERM (enti-
ty-relationship model), EERM (enhanced entity-relationship model), HERM (higher-order entity-
relationship model) [4-6], ORM (object role modeling) [7-12], o6bekTHO# [13-16], cemanTHYeCKOM
ounaprou [17,18], cemantnueckux cereBbix [19,20], undomornueckoii [17, 21-23], oHTONIOTHYE-
CKOM [24-27], a Taxke pensauoHHOi Mozaenu [28,29], cucteMm gocTyna K JaHHBIM, OCHOBaHHBIM Ha
ontosorusx [30], Mo3BOIMI CaenaTh MPEANOIOKEHHE O BO3MOKHOCTH CHHTE3a TaKUX MOJENEH U
METOOB, €CJI COOTBETCTBYIOIIMM 00pa30M HHTETPUPOBATh B HUX MOJXOMAbI U PEUICHHUS, TIPUCYIIIHE
IIEPEUUCIICHHBIM BBILIE MOJEIISIM U CUCTEMAM.

Jlnst nokazarenbcTBa (MPOBEPKU) CIPABEIIIUBOCTH TOM THIOTE3bI B MEPBYIO O4Yepelb HE0OXO-
JIUMOH cTajna pa3paboTKa OAHOM U3 TaKUX KJIIOUEBBIX, BOCTPEOOBAHHBIX MOJEIEH — MOJENIN Kilacca
«PaCIIUPEHHBIX .

2 TpeOoBaHus, NpeIbsiBiIsieMble K MOJEIU

B TexHonorusx 6a3 maHHBIX KOHIENTYyallbHOE (cemaHmuueckoe) moaenupoBanue [IpO, kak oT-
Medaercs B pabore [31], pemaer 1Be BaKHBIC 3a7aud: BO-TIEPBBIX, O0SCIICUUBACT NPECTABICHUC
[IpO Ha TakoM ypoBHE abCTpakiuu, Oiarogaps KOTOPOMY OHO CTAHOBHUTCSI JIOCTATOYHO BBIPA3HU-
TEIBHBIM ISl aHATUTUKOB, pa3padOTYMKOB, 3KcnepToB [IpO, mporpaMMHCTOB U KOHEYHBIX MOJIH30-
BaTeleil; BO-BTOPBIX, TA€T BO3MOXKHOCTH NMpoeKkTupoBmukaM B/ cnenmduiimpoBats ee CTpyKTyp-
HYI0O M TOBEJCHUYECKYI0O OpPraHU3alMI0 B BHUJE, HE3aBHCUMOM OT TEXHHYECKHX OCOOEHHOCTEH
CVYB/I.

[Tpu 5TOM BO3MOXKHOCTH OTOOpaskeHus: ceMaHTUku [IpO B KOHIIENTYyadbHBIX MOJENAX B 3HAUH-
TENBHOW Mepe CBS3aHBI CO CBOMCTBAMHU BBHIPA3WUTEILHBIX CPENICTB, MCIIOJIB3YEMBIX UIA WX Tpel-
CTABJICHUS: KaKUE TOHSATUS MPUHUMAIOTCA B KaueCTBE MPEIONpEeAeICHHBIX, YTO MPEACTABISAET CO-
0ol aToMapHbIN (QakT, KaKOBbI UCHONB3yeMble A onucanus [IpO MexaHnusmbl abcTpakuui, ONu-
CaHUs MOBEJCHUS cynHocTel u T.4. [31]. B ciyuae pacxoskaeHust s3bIka (OpMaNn3aliy co CKia-
JIOM MBINUICHUS CIIEIHANCTa, pealn3alus CHCTEMbl 00pabOTKH JaHHBIX MOXKET CTaTh CIUIIKOM
CJIO’KHOW MM BOOOIIIe Hepaspemumon mpodiemoii [24]. C apyroii CTOPOHBI, pelias mpodiieMy pas-
HOCTOPOHHETO M MHOTOYPOBHEBOTO IPEICTABICHHUS JaHHBIX, HEOOXOANMO HE TOJHKO YYHTHIBATH
B3TJIS/IBI TIOJIB30BATENel, HO M acMeKThl JallbHEeHIIeld KOMIBIOTEPHON OpTraHu3allii U yIpaBICHUS
JaHHBIMH.

Taxkum 0Opa3oM, Ha OCHOBaHMU PE3YJIbTATOB aHAIU3a CYIIECTBYIOIIUX JIOCTHXKEHHH B 001acTH
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CEMAHTHYECKOTO MOJICTHPOBAHUS M MEPCINEKTUBHBIX HAMPABICHUN €€ Pa3BUTHS, UCXOJ U3 HE0O-
XOJIUMOCTH HAaXOXJEHUE pelIeHnH 0003HAYeHHOW MpOoOJeMbl, CBSI3aHHOW C HEOOXOIUMOCTHIO
CBOCBPEMEHHOTO CO3JaHUs, MOJACPHU3AINN B paMKax 3aIlUIAHUPOBAHHOTO OojKeTa 0a3 JaHHBIX,
oOnanaromux TpeOyeMbIMU KaueCcTBaMH, OMUPAsCh Ha MPUBEACHHBIC BBIIIE 3aKIIOUEHUS, ObLIN
chopMyITUPOBAHEI TPEOOBAHUS, IPEIBABISIEMbIE K pa3pabaThiBAeMON MOICITH:

@) MOJeNb oJKHA 00J1a1aTh JOCTATOYHONW OOIIHOCTBIO C TEM, YTOOBI €€ CPeICTBA MMO3BOISLIN
obecreunBaTh MPO3pAYHOE ISl BCEX YYaCTHUKOB IMPOCKTA a/IEKBAaTHOE, KOMIUIEKCHOE TPE/ICTaBIIC-
HUe JAaHHbIX Mojenupyemoit [IpO, ux cTpyKTypbl U OrpaHUYEHHH LIEI0CTHOCTH;

6) pa3pbIB MEX]y CO3/1aBAEMON MOJIETIBIO U PEJIILIMOHHON MOJIENBIO IAHHBIX, HA OCHOBE KOTO-
poii B nanpHeimem peanu3oBbiBaetcs b/l MCOY, npucnocobienHas K TMHAMUYHBIM H3MEHECHHSIM
MPEeIMETHBIX 00JIacTel, HE TOJKEeH OBITh OoybIM. boJiee Toro coctaB u CTpykTypa Habopa ¢op-
MaJIbHBIX 00BEKTOB CO3/1aBa€MOM MOJIENIN U PENILIMOHHONW MOJENU TaHHBIX TOJKHBI ObITh OJIU3KU-
MU, 9YTOOBI TIPU OTOOPAKEHUH KOHIICTITyaabHOU cxeMbl [IpO B maramorudeckyro cpeny MOKHO ObI-
JI0 JIETKO BOCIOJIB30BaThCs 3apaHee M3BECTHBIMU IMpaBWJIaMU MpeoOpa3oBaHUs CTPYKTYp, OTpaHU-
YEHUH 1ETOCTHOCTH U3 OAHOM MOJEIIU B JIPYT'yIO U HE yTpaTuTh cemanTuku [1pO;

6) BO3MOXHOCTh KOMIUIEKCHOTO HCIOJB30BaHUS MOJIENH, KaK Ha COOTBETCTBYIOIIEM JTarle
npoektupoBanust BJ (6 kauecmee uncmpymenma xonyenmyanvnozo mooenupoganus IIpO), Tak u
Ha craguu ¢pynkionuposanusa PbJl UCOY, kak 0CHOBBI MOJIb30BaTEIbCKIX HHTEP(DHEHCOB.

3 CunTe3 Moaeu «00bEeKT-COOLITHEY

CuHTe3 MOJAETH, YIOBIETBOPSIOMICH CPOPMYIUPOBAHHBIM TPEOOBAHHIM, IPOBEIEM B COOTBET-
CTBHH C 0OIIMM MOIX010M, u3aokeHHbIM K. JlefiTtoM [3], M BKIFOYAIOIINM YEThIPE OCHOBHBIX 3Ta-
na:

1) BBISBICHHE HEKOTOPOrO MHOXECTBA SEMantic CONCepts (ciosocouematrue, npumersemoe
ABMOPOM 8 OPUSUHATILHOM MeKcme ceoell MoHozpaghuu [36]), KoTopbie OyayT UCTIOIB30BATHCS IS
OIHCaHNUs «peanbHoro Mupa» ( — B mepeBoHol MoHorpaduu [3] cioBocoderanue semantic con-
cepts ompenensercs Kak MHOXKECTBO CEMAHTUYECKHUX KOHLIETIIMM WM NOHATHH, XOTA KOPPEKTHEE
ObUTIO OBl BMECTO TEPMHHA KOHIIETILUS MCIIONb30BaTh TEPMUH KOHIIETIT; MIO3TOMY Jlajiee 10 TEKCTY
OyZeT MCNOJIb30BaThCS MO0 HENEepPEeBOJUMBIA OpUTHMHAN aBTOpa, JUOO TEPMHUHBI KOHLENT, MOHS-
THe, 6a30BOE MOHATHE);

2) ompeneneHne Habopa GopMalbHBIX 00BEKTOB, KOTOPhIE MOTYT MCIOJIB30BaThCS IS TPE-
CTaBJICHUSI ONIMCAHHBIX MTOHATHUH;

3) ompeneneHne GOPMATBHBIX MPABUII TOAICPKKH IIETIOCTHOCTH JTAHHBIX;

4) ompezerneHre GOpMaIbHBIX OMEPATOPOB.

W3BectHO, uTO MHOpMalus o peaabHOM Mupe (paccmarpuBaeMoit [IpO) naercs uepes Bocnpu-
arue. [Ipu 3TOoM camo BOCHpUATHE JOCTATOYHO CIIOKHO M COCTOMT U3 MHOYKECTBA B3aWMOCBS3aH-
HbIX (aktoB [17]. CucTeMHBIN MOAXO0J] K MO3HAHHIO OPUCHTHPYET aHAMTHKA HA PACCMOTPEHHUE
mo6oit [IpO ¢ mo3uiuii 3aKOHOMEPHOCTEN CUCTEMHOTO I[EJI0T0 U B3aUMOJIEHCTBUS COCTABJISIFOIITUX
€ro 4acTei, UCXOJsl U3 MHOTOYPOBHEBOM HMEpapXHWUYECKOH OpraHu3aluu JIto0OW CYIIHOCTH, KOTJa
BCcE O0OBEKTBHI, MMPOLIECCHI U SIBJIEHMSI C OJHOW CTOPOHBI YMECTHO paccMaTpUBaTh KaK MHOKECTBO 00-
Jiee MENKUX IMOJMHOXECTB (npusHakog, demaieli), a ¢ APYroi — moOble 0OBEKTHl pa3yMHO pac-
CMaTpUBaTh KaK JIEMEHTHI 00Jiee BRICOKHX KJIacCOB 0000menuit [24]. Eciau UCXOANUTh U3 TOTO, YTO
npejularaeMasi «paciupeHHas» MoJelNb J0KHA 00ecredrBaTh BO3MOXKHOCTh MPAaBUIIBHOTO MpE-
CTaBJICHUS HAIIMX BOCTIPHUATHI, TO MpH BbIOOpe criocoba mpectaBienus sneMenTos [IpO, neneco-
00pa3HO PYKOBOJACTBOBAThCS MPUHIIUIIAMH, B COOTBETCTBUU C KOTOPBIMH TaKOE MPEACTABICHUE Ye-
JIOBEK, B MEPBYIO Ouepellb, CTPOUT ISl ce0si Ha €CTECTBEHHOM si3blke. B Buay Toro, 4ro Bce mpo-
IIECCHI PEATbHOTO MUPA MPOTEKAIOT B MPOCTPAHCTBE U BPEMEHH (B OOJIBIIMHCTBE CIIy4aeB MOJIENIH-
pyemas IIpO npexacrapnser coboil AMHAMHUYECKYIO CUCTEMY, COCTOSIIIYIO U3 ONpeAeNIeHHON mocie-
JIOBATEIBbHOCTU COCTOSIHMM, KOHEYHOCTh MHOXKECTBA KOTOPBIX, ONPEAEISAETCS B KaKIbli MOMEHT
BpPEMEHH), YeJI0BEK, KaK MpaBmiio, oTMedaeTcs B [17], omuchiBaeT aneMeHTapHbIe (akThl Ha ecTe-
CTBEHHOM SI3BIKE B TEPMUHAX O0OBEKTOB, CBOMCTB 00BEKTA (Ca3€ell 0O0beKmos), 3HAUCHU CBOUCTB U
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BpeMeHHU HacTyrieHus coObitus. [loatomy omucanue monenupyemoit IIpO menecooOpasHo ocy-
IIECTBIISATh UMEHHO B 3THUX TEPMHHAX, HECKOJIbKO paciiupuB U quddepeHnnpoBaB ux Habop, KOTO-
pBIii B uTOre OY/IET BKIIIOYATH CICAYIONIUE TIOHATHUS (BBIICICHHBIC KyPCUBOM):

— 00bekm, CBS3BIBAEMBIN C Pa3IMYHBIMK BBIJCIICHHBIMU YacTaMH Mozaemupyemoit I1pO, cesoii-
cmeo (xapakmepucmuka) obvekma (IpU ITOM aOCTpaKuusi OOOOIICHUS MO3BOJIIET COOTHECTH
MHOYKECTBO 0OBEKTOB (ITOIKIACCOB) U MX CBOWCTB C OJHUM OOIIUM KIACCOM);

— cobbimue (ONPENETICHHOTO KIacca), MPOUCXOMASIIee ¢ 00BEKTOM, ceolicmeo (xapaxmepu-
cmuka) cobvimusl, 6pems HaCTYTUICHHSI COOBITHS;

— 3HayeHue Xapaxkmepucmuku oovekma u coovimus,

BBIJIETISISL TIPU HEOOXOAMMOCTH B Ka4eCTBE OCOOBIX XapaKTePUCTUK OOBEKTOB U3MEHsEMbIE BO Bpe-
MEHU MPU3HAKU (napamempybl, OTHOCSILNECS K ONPEAEIEHHBIM KilaccaM), a TaKyKe HEKOTOphIE ApY-
riue JaHHble (Collep)KaTelbHOE omucaHue, rpaduieckoe n3o0pakeHue, ayauo-, BUIeouH(opma-
1IHIO).

OTH NOHATHS SBJIAIOTCS HehOpMalbHBIMH Semantic concepts co3maBaeMoil MOJENH, Kak ee
HEOTHEMJIEMBIN AJIEMEHT, COIVIACHO OOLIeEMY IMOAXOAY K pa3pabOTKE «PACHIMPEHHBIX» MOJENEH,
npennoxenHomy K. Jlefitom. bonee moapo6Ho, ¢ popmanuzanueid, 3Tu 6a30Bbie MOHITHS OyayT
PaccMOTPEHBI HUXKE.

Creayer 3aMeTHTh, YTO OCHOBOIOJIArAIOIIMMH SEMantic cConcepts, maBiiMuMKU Ha3BaHUE CO3/1aBa-
€MOW MOJICIH, SIBJITFOTCSI 0a30BbIe MOHATHS «O00BEKT» U «CoObITHE». OOBEKT KaK HEUTO, MPEICTaB-
JISIOLIEe UHTEPEC, MOKET CYLIECTBOBATh HE3aBUCHMO OT TOTO, OMPE/IEIICHBI HIIM HET €r0 CBOMCTBA U
CBsI3H C ApYyruMu o0bekTamMu. OOBEKT BOZHUKAET, KOTJa CyOBEKT HAUYMHACT MPOSIBIISITh K HEMY HH-
Tepec, U MCcUe3aeT, Korjaa 3TOT UHTepec yrpaunBaercs. [Ipu 3TOM eMHCTBEHHOE CBOWCTBO, C KOTO-
PBIM CIIEYeT COOTHOCUTH CYIIECTBOBAaHHE OOBEKTa — 3TO BPEMsI €0 BO3HHUKHOBEHUS, HCUE3HOBE-
HUSI 1 M3MEHCHUS, CBA3aHHOE C COOBITUSIMH C HUM MPOUCX oM [17].

B cooTBeTcTBHM C ompenenieHneM MOJENU JaHHBIX, KaK COBOKYIHOCTH MpPaBHJI ONHUCAHUS U
CTPYKTYPUPOBAHUS JaHHBIX, TOMYCTUMBIX OIEpAIMi HAJl HUMHU ¥ BHJIOB OTPAHHYCHUHN IEJIOCTHO-
CTH, KOTOPBIM OHH JIOJDKHBI YIIOBIETBOPSTH, MOJEIb «00BEKT-coObITHEY (D) B (hopMann3oBaH-
HOM BHJIC MOKHO IPEACTABUTH KaK KOPTEK:

M =(S(A,R,F), P, L), 1)

rae S(2A,IR,F) — MHOXKECTBO NPaBHJI ONMCAHUS U CTPYKTypHpoBaHus JaHHbIX IIpO; 2 — MHOXKe-

CTBO 0a30BBIX TMOHITUI MOJENN (HEKOTOpPBIE M3 KOTOPBIX MPHBEACHBI B Tabmuie 1); R — MHOMXKe-
CTBO OTHOIIEHUH MEXIy 6a30BbIMH MOHATHAMH Mojein; [ — MHOKeCTBO (DYHKIHMIT MHTEpIIpETa-
IIUM, 33JJaHHBIX Ha 0a30BBIX MOHATHUAX (TJIOCCApHi, COCTABICHHBIHN JJI1 MHOXKECTBA MOHATUI 2 ) 1
OTHOIIEHUAX; P — MHOKECTBO OI'PaHUYEHUN LEJTOCTHOCTH; L — A3BIK MOJEIU JAHHBIX.

Tabnuna 1 — [lepeyers 6a30BBIX MOHATUN MOJCIN

bazoeoe Ycnoenoe
Onpedenenue
nouamue ob6o03nauenue

— HCKOTOpasd BbBIACJICHHAA W YHHKAJIbHO TIOMMCHOBAaHHAsd

Paznen o
4acTh MPEeIMETHON 00IacTH.

Paznen

— COBOKYITHOCTh THITIOB OOBEKTOB, 00BEIUHSIFONIIX SK3EMILIsI-
Knacc o0bekToB pBl OOBEKTOB, BBIJIEIEHHBIE MO HECKOJIBKMM 3HaunTenbHbIM | KiaccO
KayeCTBEHHBIM ITPU3HAKAM, U HACHTU(UIMPYEMasi HMEHEM.

— COBOKYITHOCTb CXOXHMX IO HECKOJBKHM 3HAYUTEIIbHBIM Ka-
Tun 06beKTOB YECTBEHHBIM MPU3HAKAM DK3EMIUISIPOB OOBEKTOB, MaeHTHGu- | TurnO
IUpyeMasi IMEHEM.

OK3eMIUIIp 00bEeKTa| — OAHO3HAYHO HMICHTH(PHUIMPYEMbI 00BEKT M3 Habopa 00b-

Ox30
(0obvexm) €KTOB, MPUHAJICKAIINX HEKOTOPOMY THITY U KJI1acCy 0OOBEKTOB.
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[Tponomxenne Tadbmuib! 1

bazoeoe Ycnoenoe
Onpeoenenue
nonamue obo3nauenue
— OIWH TIOMMEHOBAaHHBIM TNpH3HAK (KadeCTBO, CBOWMCTBO) W3
XapakTepucTuka N
BCEll COBOKYIHOCTH MPH3HAKOB, OMHUCBHIBAIOMIMX TUMI 00beKTOB | TunXOm
THTIa 00HEKTOB
OIIpPEIICHHOTO Kilacca.
dakTuyeckas — OIWH TIOMMEHOBAaHHBIM TpH3HAK (KA4eCTBO, CBOWCTBO) W3
XapaKTepUCTHKA BCEH COBOKYITHOCTH NPHU3HAKOB, OMHUCHIBAIOMNX 3K3eMIULIpHl | TunXOd
00BeKTa 00BEKTOB ONPEAEICHHOTO KIacca.
3HaueHue xapakTe- | — 3HaYeHHEe, IPUCBOCHHOE XaPaKTEPUCTHKE IK3EMIUTIpa 00b- 3HauXO
PUCTHKH O0BEKTa  |EKTa.
— COBOKYITHOCTb COOBITHH (9K3EMIUIIPOB COOBITHI), BbIIe-
JICHHBIX MO HEKOTOPBIM Ka4deCTBEHHBIM IMPH3HAKaM, KOTOpBIC
Kirace cooprTHit MOTYT MIPOUCXOJNTH C SK3EMIUIIpaMi 00bEeKTOB ompeneneHHo- | KimaccC
ro Kjlacca B HEKOTOPBI MOMEHT WM HHTEPBAI BPEMCHHU, U
HWACHTHQHUIUPYEMasi HMEHEM.
— (bakT WM IEHCTBUE, KOTOPOE MPOUCXOTUT (IIPOU3OIILIO, OY-
JET TPOUCXOINTH) C HEKOTOPHIM OOBEKTOM B OIpPEIEeIICHHBIN
Coburie MOMEHT WJIM MHTEpBaj BpemeHU. Waentuduumpyercs Bpeme-
HEM U 00BEKTOM, MIPHHAIJICKUT HEKOTOPOMY KJlacCy COOBITHH.
(9K3eMILIsIp COOBI- 9x3C
Tus) C ogHMM 3K3eMIUTAPOM 00BEKTa B OJMH U TOT e MOMEHT (WH-
TEpBajJ) BPEMEHU MOXET MPOUCXOJUTH TOJIBKO OJHO COOBITHE
OJHOTO Kiacca (TIpu AOMYCTHMOCTH HECKOJIBKHUX COOBITHI pa3-
HBIX KJIACCOB).
— OJWH TOMMEHOBAaHHBIA MPHU3HAK (Ka4ecTBO, CBOWCTBO) W3
XapaKTepuCTUKa »
cOBLITHA BCEH COBOKYIHOCTH TMPU3HAKOB, OMUCHIBarOmUX coObitie | TunXC
OTIpEIeNICHHOTO Kilacca.
— 3HauYeHHe, NMPUCBOCHHOE XapaKTEPUCTHKE 3K3EMIUIIpa CO-
3HaueHne xapakTe-
OBITHS, KOTOPOE MPOH30ILIO0 C KOHKPETHBIM AK3eMITIIPOM 00h- | 3HauXC
PHUCTHKU COOBITHS
eKTa.
Kiacc — COBOKYIHOCTh XapaKTEPHCTUK MapaMeTPOB OOBEKTOB, BBI-
rapaMeTpoB JIEJICHHBIX 110 HEKOTOPBIM Ka4eCTBEHHBIM NpH3HaKaMm, uineHTH- | KmaccllO
00BEKTOB ¢dunupyemasi UMEHEM.
— M3MEHSEMBI BO BPEMEHH OJIMH MOWMEHOBAHHBIH MPU3HAK
XapakTepucTHKa N
(kauecTBO) U3 BCEil COBOKYITHOCTH MPU3HAKOB, omuchiBaomux | TunXI1O
napamerpa o0beKTa
AK3EMILISIPBI OOBEKTOB OTIPEICICHHOTO KJIacca.
Enununa dhusuye- .
Al N m2 § — CUMBOJIbHOE 0003HaUCHUE eTUHUI] DU3MUCCKOMN BETUUNHBI. Enlzmep
CKOl BEJTHYHHBI
— CTPYKTYpUpPOBaHHbBIE WJIM HECTPYKTYPHPOBAHHBIE JIaHHBIEC,
HEOOXOIUMBIE ISl JOTIOJHEHUS], JETAIN3alH OMUCAHUS CY-
JoxymeHT . JoxymeHT
LIECTBEHHBIX CBOMCTB (IPU3HAKOB, KAYECTB), CBI3BIBAEMBIX C
OCHOBHBIMHU 0a30BBIMH MOHATHSIMH MOJIEIIH.
— MOMMEHOBaHHAsl COBOKYITHOCTh JOKYMEHTOB, BBIIECJICHHBIX
[Tanka noxymeHTOB [Tanka
10 KaKUM-JTHOO MTPU3HAKAM.

Kaxxnoe n3 60a30BbIX MOHATHH (Hanee B pabOTe 4acTO BMECTO WX TMOJHBIX HAa3BAHUM HMCIIONB3Y-
I0TCS YCTIOBHBIE 0003HAYECHHST) MHOKECTBa 2

A = {Pazzuen, KiaccO, TunO, k30, TunXOd, TunXOm, 3aauXO,
KnaccllO, TunXIIO, Tun3ul1O, 3uauXI10, KnaccC, Dx3C,
TunXC, 3uauXC, okyment, [Tanka, Enli3mep }

()
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COOTHOCHUTCSI C OJIHOMMEHHBIM MHOKECTBOM (PacCMaTpPUBAETCs KaK MM HEKOTOPOTO MHOKECTBA),
SIBJISIFOLITUMCSI OCHOBHBIM KOMITOHEHTOM HEKOTOPOTo (hOpMalIbHOTO0 00BeKTa, TPEOYIOIIEro omnpeie-
JICHUS. B COOTBETCTBHH C yKa3aHHBIM BBIIIE MMOAXO0IOM K CHHTe3y Mojaenu. Hampumep, 6a3oBoe mo-
HaTue «Pa3aen» COOTHOCUTCI ¢ MHOKECTBOM, MMEIOIINM UM Paszoen, 6a3oBoe nouarue «KmaccO»
COOTHOCHUTCS C MHOXKECTBOM, UMeromuM ums KraccO, U T. 1.

[Tpu onucanuu moxenmupyemoit IIpO kakmoe U3 dTUX MHOXKECTB OYJET COAep)KaTh B KauecCTBE
AJIEMEHTOB KOHKPETHBIC pa3felibl, KJIACChl 0OBEKTOB, COOBITHH, MapaMeTPOB OOBEKTOB, THITHI 00b-
€KTOB, COOTBETCTBYIOIIME XaPAaKTEPUCTUKH U T. 1., UMEHA (HA368aHUs1) KOTOPBIX OyAyT JM00 3amM-
CTBOBAHBI U3 CJIOBapeil TepMUHOB paccmaTtpuBaemoit [1pO, nubo momydeHsl B pe3ynbTare Hedop-
MaJIbHOTO COTJIAIICHHS MEXIY pa3padOoTUYMKaMH M IOJIb30BaTEIsIMU. TOTJa MHOKECTBO OTHOIIIE-
HUi MexTy 0a30BBIMU IIOHATUSAMH MOJENH «00BEKT-cOObITHE» IR — €CTh MHOKECTBO OTHOIIEHHIA
MEXy OJHOMMEHHBIMH MHOECTBAMH, COOTHOCUMBIMH C 3TUMHU TOHSATHSMHU, U UX DJICMECHTAMH,
KaK MaTeMaTU4YeCKUX CTPYKTYp ((hopMambHBIX OOBEKTOB), MO3BOJISIFOIIMX OIMUCHIBATH CBOWCTBA
Pa3IMYHBIX AIeMeHTOB MojeaupyemMoit [IpO u ux B3auMoCBs3U (B3aUMOICHCTBHS ).

B Mopenmn «0OBEKT-cOOBITHEY» OBLIO OMPENEICHO KOHEYHOE MHOXKECTBO TAKUX OTHOIICHWM.
Cpenu HUX:

— MaTeMaTHUYeCKHE OTHOIICHHS, IMO3BOJIAIOMNE (POPMAITBLHO OIMCHIBATh, TaK HAa3bIBACMEIE,
KJIAaCCU(UKAMOHHBIC OTHOIICHMSI (OTHOIICHUS Kilaccupukamnuu) [24,32], onpeaenstomuye TUI B3a-
UMOJICUCTBUS MEXAY DJIEMEHTAaMU MpPeIMETHOW 00JacTH. A UMEHHO, OTHOIICHUS, (PUKCUPYIOIIHE
CBSA3U MEXIY dSJEMEHTAMH «BJIAJICIbIIAMU» U «IIOJYMHEHHBIMU» COOTBETCTBYIOIIMX MHOKECTB
Paszoen, KnaccO, KnaccC, KnaccllO, Ox30, [lanka (AaHHBIN THIT B3aUMOCBSI3U MEX]Y dJIEMEHTaMHU
MHOJKECTB, 0000IIAIONINI THITBI KIIACCH(PUKAITMOHHBIX OTHOIICHUH «POI-BUI», «KJIACC-TIOIKIIACC),
«IIeJT0e-4acTh», HA3BaH B MOJICIIN — «BJIAJIENICI-TI0TYMHECHHBIN):

R < Pasoen x Pasoen = Pazoen® ={(P,, P,)| P,, P; € Pasoen}, (3)

rne R — OuHapHOE OTHOIIEHUE Ha MHOKECTBE Paszden; poiu yIOpSI0YSHHBIX 3JIEMEHTOB KOPTEXen

oTHoIIeHus R pacnpeacisIroTCa CICAYHOINM o6pa30M: Pi — «IOJIYMHEHHBIN, Pj

(i, jeIx; Ix={4,...,| Pazoen|} — HekoTOpOE MHOXECTBO HMHIEKCOB; | Pazden| — MOIIHOCTH

— «BIIAAEIIEID

MHOXecTBa Pazoer.
Ananoruunblie (pOpMBbI 3alKCH AJIsE OCTATIbHBIX OTHOILIIEHUH 3TOM TPYIIIBL:

C < KnaccO x KnaccO = KnaccO? = {(Kn, ,Kn, )| Kn, ,Kn, € KnraccO}; 4)

O < Ix30 x k30 = Dk30° = {(Oxs3, ,Ok3, )| OK3, ,Oks, € 30} (5)

HT. I.;

— OTHOUIEHHUS, MO3BOJIsoIE (hOpMaTbHO OMUCHIBATh, TAK Ha3bIBa€MbIE IPU3HAKOBBIC [24,32]
OTHOIIIEHUS, TTPUTTUCHIBAIONINE PA3IMYHBIC KAUYECTBEHHBIC MPU3HAKH TOHSTHSIM, KOTOPHIE UCIOJIb-
3YyIOTCS JIsl 0003HaueHus 31eMeHToB Moaenupyemoit [IpO. Huke mpuBeneHbl HEKOTOpBIEe N-apHbIE
OTHOIIIEHUS C TUIIAMHU B3aWMOJICHCTBHS MEXIY OMPEIEICHHBIMH MHOXECTBAMHU, COOTBETCTBYIO-
MU OTHOMMEHHBIM 0a30BEIM MOHATHAM, U UX dJIEMEHTaAMH, Ha3BaHHBIMHU B MOJEIN — «UMEThH Xa-
PaKTEPUCTUKYY, KUMETh IOKYMEHT», «MMETh 3HAUCHUE XaPAKTEPUCTHKI:

" «UMETh XapaKTEPUCTHKY», HAMPHUMEp, XapaKTEPUCTHKY COOBITHS (ISl Kiacca COOBITHIA),

KOTOpasi <MMEET MEpy»:

X < TunXC x EoUsmep x KnaccC ={(T,, E9,,,Kn,) | ©6)

xc!

T,. € TunXC A Eo, € Eolzmep A Kn, € KnaccC},

"  «MMCTb JOKYMCHT» (I[HSI OCHOBHBIX 0a30BBIX ITOHSTHI MOIIGHI/I)I

D < doxymenm x [lanka x A ={(d, f,u)| @)
d € Joxymenm A [ € Ilanka Au € A},
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" «MMETh 3HAUCHHE XapaKTEPUCTUKW», Hampumep, I (aKTUYEeCKOH XapaKTepPUCTUKU

oOBeKTa:
Edd) T

Z,,, < 31nauXO x EoHzmep x TunXOgp x Ir30 ={(3n,,,,,, o1 K3, |

8
3u,,, € 3nauXO A E0, € EoUsmep AT, € TunXOg A ks, € Ix30}; ®)

— mMareMaruueckoe otHomenue Ik3C, nossonsoniee GOPMaIbHO OMUCHIBATL (DAKTHI WIIH
JEUCTBUSL, KOTOPBIE IPOUCXOASAT (MPOU3OWIU UIU NPOU30LIOYN) C HEKOTOPBIMU OOBEKTaMH B OIpe-
JCTICHHBIII MOMEHT WJIM WHTEPBAJI BPEMEHH, M ONPEACIISIONIee THII B3aMMOCBSI3U MEXKIY COOTBET-
CTBYIOIUMU 6330BBIMI/I IIOHATUAMU, Ha3BaHHBIN B MOACIN — «UMETh COOBITHEY:

Ok3C < KnaccC x BpemaHC x BpemaKC x Ox30 ={(Kx,, Bp,,, Bp,.,9x3,) |

9
Bp,, € BpemaHC A Bp,, € BpemaKC A Kn, € KnaccC A Ok3, € Dx30}, ®)

rae BpemsHC — MHOXECTBO BPEMEH Hadajna coObITHH; BpemsKC — MHOXKECTBO BPEMEH OKOHYa-

HUsL COOBITHI (ZOMycKaeTcsi OTCYTCTBHE — HeompexaeneHHoe 3Hauenue (null) snmementa
Bp,, € BpemaKC).

MuoxectBo pynkimii . B Momenn «o0bekT-cOOBITHE» KPOME JEKIAPATHBHBIX (DYHKIUH MH-
TEPIpPETALUHU, TPUBEICHHBIX B BUJE TJIOCCAPHUs, COCTABICHHOTO IS MHOXECTBa HOHsATHH 2
(cm.Tabu. 1), ObLIH ONpENeNeHbI CICAYIONME BUAbI (YHKIMOHAIBHBIX OTHOIICHHUH, KaK CIeIHab-
HBIU BUJ] OTHOIIIEHU

— OTHOILEHHE, ONpEENIoNee TUIl B3aUMOAEHCTBHSI MEXKIY COOTBETCTBYIOIIMMHU 0a30BBIMHU
HNOHATUSAMH MOJIENH «0Opa3yroT THUIIN:

f
f : 9130 x TunXOn — TunO < k30 x TunXOn—>TunO , (10)

rae s mo0oi  ymopsjodeHHOH mapel  (Jkz,, T, ) U3 Ok30xTunXOn (D3, € Dx30;

0!~ xon

T, €TunXOn) cymecrtByer He Oonee onHoro osinemenTa T, eTunO, Takoro, 4Yro
(3K3 Txon ' ]:)) € f > Torja. TO = f (9K30 ! Txon) '

— OTHOIIEHUE, OMPEACIAIONIEe THIT B3aUMOJICHCTBUS MEXKy COOTBETCTBYIOIIUMHU 0a30BBIMHU
NOHATHSIMH Mojienu Pasden u KnaccO. DTO OTHOIIEHHE arperaiuu — «ienoe-4actb» («Paszoen
BKIO4aeT KiaccOy):

o!

p
p: KnaccO — Pazoen < KnaccO— Paszoen. (11)

Hcnonb30BaHre UMEHHO OTHONICHHUS «II€JI0€-4acTh» B JJAHHOM cllydae OOYCIIOBJIEHO €ro MpHu-
MeYaTeIbHOW OCOOEHHOCTHIO — TAKHE OTHOIIEHHS MOTYT OBITh YCTAHOBIEHBI MEXAY CYIIHOCTSIMU
Pa3JIMYHBIX CEMAHTHYCCKUX THUIIOB!: (i)I/ISI/ILIeCKI/IMI/I 06’BCKTaMI/I, nponeccaMmm u I[GﬁCTBI/I?[MPI, reo-
rpad@UYeCKUMU pPErMoHaMH, CBOMCTBAMH U COCTOSIHUSMHU, KOJUIEKIIMSIMH W MHOXECTBaMH, ab-
CTPaKTHBIMHU CYNTHOCTSMH H T.1. [33]. DTO COOTBETCTBEHHO B OINPEICICHHOW CTEIEHU YIPOIIAET
onucaHue HEKOTOpbIX 31emMeHToB [1pO;

— OTHOLICHHA, ONMPCACIIAOIINEC THIT BSaI/IMO)IeI\/'ICTBI/Iﬂ MCKAY COOTBETCTBYIOUIMMHA 0a30BBIMU
MOHSATUSMH MOJIETH «00pa3yroT Kaccy (Harmpumep, Kiacc 00bEKTOB):

oY — KnaccO < Y — KnaccO, (12)

rne VW < 7unOx TunXOg A T. I.

[IpencraBieHHbIe MHOKECTBA 0A30BBIX MOHATUN MOJEIH «OOBEKT-COOBITHE» (KaK MHOJCecmaa
onpedenennvix «nonesnwvixy semantic concepts), ornomenuit R u ¢pynximit F (xax nabop ¢op-
MATbHBIX 00beKmMo8), ONIPEACTISAIOT MIPaBHIIa OMMMCAHUS U CTPYKTypupoBaHus gaHHbIX [IpO.

[Tonyuennsrit Habop GopMaTbHBIX 00BEKTOB, KAK MATEMATHUYECKUX CTPYKTYP, HECIOKHO peaiu-
30BaTh B paMKax PeNISIUOHHONW MOJIEIH, KOTOpasi B CBOeM OOJIBIIIMHCTBE citydaeB [34], BromiHe 1o-
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CTaTOYHA JUJIS MOJIeTHpPOBaHUs pa3nuuHbIX [IpO. DTO MO3BOMSIET BHIMOIHUTE MPEIBIBIIEMOE K MO-
nenu TpeOboBaHKE MO 00ECTICUCHUIO OJIM30CTH (COTIIACOBAHHOCTH) COCTaBa M CTPYKTYPHI ee Habopa
(dbopManbHBIX 00BEKTOB, ¢ 0A3MCOM OTHOIICHUH PESIIIMOHHON MOJEIH NAaHHBIX, HA OCHOBE KOTO-
poii peanusyercsa b/l MCOVY, agantupoBaHHas K U3MEHEHUSAM MIPEAMETHBIX 00J1acTeH.

MHuosxecTBo orpannuenuii nenoctaoct P . Kak ussectHo [17], orpaHuueHUs BBOAATCS B MOJIE-
JIM JIAHHBIX B IIEJIAX MOBBIIIEHUS UX CEMAHTUYHOCTH U PACIIUPEHHUS BO3MOXKHOCTEH MOJIEPKKU
L[EJIOCTHOCTHU JIaHHBIX. B Mojienu, B COOTBETCTBUU C KilacCUUKaLUEH, TPUBOJAUMON B Pa3IM4HbBIX
aBTOPHUTETHBIX McTOouHKMKaX [17,35], cneuuuiupyrorcs Cieayromie TUIbl OTPAHUYCHUN EJI0CT-
HOCTHU JAHHBIX: - SBHbIC (CEMAaHTHYECKHE OIPaHUYECHMSI LIEJIOCTHOCTH); - HEsIBHBbIC (BHYTpPEHHHE,
MO/JICPKUBAIOTCS CAaMOM CTPYKTYPOM MOJIETH JaHHBIX). PsAJl SBHBIX OrpaHUYEHUN 1IEJIOCTHOCTH B
MOJIETIM OTHOCUTCSL K XapaKTepUCTUKaM OOBEKTOB, COOBITHH, MapaMeTpoB 00bekToB. [Ipexae Bce-
ro, 3T0 MHOXKECTBA JIOMYCTUMBIX 3HAYEHUH JJI1 COOTBETCTBYIOUIUX XAPAKTEPUCTUK (OTpaHUUYCHUS
Ha JIOMYCTHMbIC 3HAYCHU):

D ={D,, D, D;}; Dlz{Dll,..'.,DlKl}; D, ={D;,..,D;*}; D, ={D;,..., DS}
D, =dom(T); i =1..K; T € TunXO™ < (TunXOp U TunXOn); (13)

D) =dom(T}); j=1..K,; T} e TunXC < TunXC;
DY =dom(T%); k =1..K,; T e TunXTIO™ < TunXTIO,

Xno

rae dom(7'=), dom(7 '), dom(7 =) — mOMEHBI COOTBETCTBYIONIMX XapPAKTEPHCTHK O0OH-
€KTOB (Tf;j“” ), cOOBITHIT (T)f;;"“” ), MapamMeTpoB OOBEKTOB (T;‘;Zm‘) moaenupyemoii [IpO, npunanme-
KalMX K TaK Ha3bIBAEMOMY IIE€peUUCIIsIeMOMY (CIIMCOYHOMY) TUITY (3HAYEHMS JUUIsl HUX BBIOMpAIOT-
cst U3 3apaHee copmupoBaHHOro crnmcka); K, K, K3 — 9HCIIO COOTBETCTBYIOLIMX XapaKTEPUCTHK
00BEKTOB, COOBITUH, MTAPAMETPOB OOBEKTOB CIIUCOYHOIO THIIA.

Crnenyer oTMeTHTh, 4TO B JjocrarouHo MHorux [IpO, (aBTompom, aBHArpoM, BOCHHO-
HPOMBIIUICHHBIA KOMIUIEKC), HEOOXOMMO YYUTHIBATh OIPAHUYCHNUS, HAKIIA/IbIBACMbIC HA KOHKPET-
HbIE IK3EeMIUISIpbl 00bEeKTOB. Hampumep, KOMIUIEKTYIOIIME K HEKOTOPBIM H3AENusM (0OBEeKTaM)
JIOJKHBI TPONTH MPOLIEAYPY COOTBETCTBYIOIIEH MPUEMKH, cepThdukanuu. [locie yero Toapko oHU
(npu cOOTBETCTBYIOLIEH MAECHTU(UKALIMN), & HUKAKUE JIPYTHe 3JEMEHTbI, MOTYT ObITh YCTaHOBIIE-
HBI B HY)KHOE u3zenue. YenoBek MOXKET MOHSITh HeYTO TOJIIBKO B KOHKpeTHOM KoHTekcte [17]. Tlo-
ATOMY OIIpe/IeJICHNE MHOXECTBA JOIYCTHUMBIX JK3EMIUIIPOB OOBEKTOB, 33JaBa€MbIX B MOJEIH B
Buje noMeHa: dom(Oxsz.7) , ABIACTCA TaKKe HEOTHEMJIEMON U BOCTPEOOBAHHOM YACTHIO OIHUCA-

nus [IpO (3;<300 € dom(Dk3°7) k30 ), T.K. BIIOCIEICTBUU MO3BOJSIET YMEHBIIUTh KOTUYE-

CTBO MOTEHIIMAJIbHBIX OITHOOK.

Crenyronm OrpaHMYE€HHEM, BbIpaXKa€MbIM B MOJIENH, SIBJISETCS OIpaHUYEHUE, HaKIablBae-
MO€ Ha UCIOJIb3YeMbI€ €UHUIIBI (PU3NUECKUX BEITUYMH XapPaKTEPUCTHUK OOBEKTOB, COOBITHH, Mapa-
MeTpOoB 00beKTOB paccmarpuBaemoii I1pO, B Buae 3aganus nomena: dom(£o )

Mogenb «0OBEKT-COOBITHEY TMO3BOJSET MPEICTABUTh OTPAaHUYCHHE MO CYIIECTBOBAHUIO, 3a-
KITFOYAroIIeecss B TOM, UTO JJIS CYIIECTBOBAHUS JIEMEHTA B OTHOIICHUH S; HEOOX0IMMO, YTOOBI OH
OB CBA3aH C DJIEMEHTOM B OTHOLIEHHH Sy (S, — S, : Kak/Ibli 571eMeHT S; 0TOOpaKeH B OJUH dJie-

MeHT Sp). Hanpumep, B Mogenu 6e3 KOHKpETHOTO Kjacca 00bEKTa, He MOXKET OBITh €ro THUIOB, Xa-
PaKTEPUCTHUK, YK3EMIUIIPOB U COOBITHN ¢ HUMH MPOUCXOIAIUMU U T.J1. [Ipu yaanenun kinacca o0b-
€KTOB, YAAISIOTCS BCE €r0 THUIIBI, XapaKTePUCTUKH, IK3EMILIAPBI, COOBITUS M BCE «OTIYMHEHHBIE
€My KJIaCChl OOBEKTOB, a TAK)KE WX THUIIbI, XapaKTEPUCTUKH, IK3EMILISPBI, COOBITUSA U T.J. AHAJO-
THUYHO TSI KJIACCOB COOBITHI U MapaMeTpoB OOBEKTOB, Pa3AeiioB, SIK3EMILIIPOB OOBEKTOB U COOBI-
THH.

Kak BHyTpeHHHE OrpaHUYeHHs CIEAYET pacCMaTpPUBATh TPEOOBAHUS BOZMOKHOCTH BBIPAKECHHUS
MIPUHAJICKHOCTH dJIeMEeHTOB Mojenupyemoit [IpO k MHOkecTBaM OTHOIIEHUN MOJIETH «OOBEKT-
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COOBITHEY, @ TAaKXKe K MHOKECTBY 3HAUEHUH C TIOMOUIBIO MPEeIUKaTOB. [Ipy 3TOM caMH IpeauKaThl
MOTYT OBITh 33JJaHbl SIBHO, KaK B CIIy4ae BbIPAXKEHUSI OrpaHUYEHUI:

— Ha MAaKCHUMaJIbHOE KOJMYECTBO K3EMIUIIPOB OOBEKTOB JJIsl ONPEACICHHOTO Kilacca 00BEK-
TOB:

+
C={(Ks, ,Kn,,c,;)| Kn, ,Kn, € KnaccOnrc,, eN}, (14)
rae C,; — 2NeMeHT YHOPSIOUEHHOU Tpoiiku oTHOIIeHUs (14), onpeneneHHbl HA MHOKECTBE HaTY-

+ y
PQIBHBIX TIOJNIOKUTENBHBIX 4ucen N, OrpaHMYMBAIOIIMI YHMCIO JK3EMIUISIPOB  OOBEKTOB
(1 9k30 < ¢ ) 201 KTACCR OOBEKTOB Kz,

— Ha MaKCHMaJIbHOC€ KOJIHNYCCTBO 3Ha‘ICHHI>i, KOTOPBIE MOT'YT OBITE IMPHUCBOCHLI OHpC,I[GJ'IGHHOfI
XapaKTCPUCTHUKE COOBITHS IJI BK3CMILTIApa COOBITHS 3aJaHHOI'O Kjiacca:

X :{(I_xc’Ead)’K]lc’xce) |

(15)
T.. € TunXC A E0, € EoHsmep A Kn, € KnaccC A x,, e N'},

rae X, — 3JIEMEHT yIOpsJ0YEHHOM YeTBEpKU OTHOWEHHMS (15), onpeeIeHHbIi Ha MHOKECTBE

+ o o
HATypaJIbHbIX TTOJIOXKHUTENbHBIX 9ncea N, OrpaHMYMBaOIIMI KOJIMIECTBO 3HAYEHHUH, KOTOPBIE MO-
TyT OBITH TIPUCBOEHBI XaPAKTEPUCTUKE COOBITHA T /I 9K3eMILIApa CoObITUs Kinacca K, M T.1.

[Tpu 3TOM BBIJEIIEHHE B OT/AEIbHYI0 KOMIIOHEHTY 0a30BOr0O MOHSATHUS «COOBITHE», HAIPAMYIO
CBSI3aHHOI'O CO BPEMEHEM, YCHIIMBAET KOHTPOJIb 3a HEIPOTUBOPEUYUBOCTHIO JAHHBIX — OTPaHUYCHHU-
€M UX IIeJIOCTHOCTH, oOecreynBasi COXpaHEHHE CBEIEHUI O CBOMCTBAX WM CBSI35X, KOTOpBIE TMOO
SBIISIIOTCS HAa TEKYIIMIA MOMEHT JI0CTOBepHBIMHU — cocTosiHue [IpO, mbo ux yrparuim.

VYHUKa/IbHAs WACHTU(UKALMS 3JIEMEHTOB MHOXECTB, COOTHECEHHBIX C OJHOMMEHHBIMU 0a30-
BBIMU IOHATUSAMU MOJEIH, JOCTUIACTCsl YHUKAIBHOCTBIO UMEHOBAHU S, B TOM YHCIIE: I DJIEMEH-
TOB MHOXECTB Pazoen, KnaccO, KnaccC, KnaccllO, Ilanka, 2x30 — YHHUKaIbHOCTLIO
COOTBETCTBYIOLIMX UMEH B MEPAPXMSIX «BIa/Elel-NOJUNHEHHBINY (MepapXHUUecKuX UMEH) B paM-
kax paccmarpuaemon IIpO; g smeMeHTOB MHOXECTB TunXOdgh, TunXOn, TunXC,

TunXT10O, Tun3nllO — YHUKAJIBHOCTHIO MMEH XapaKTEPUCTUK KOHKPETHBIX KJIACCOB M THUIIOB
00BEKTOB, KJIACCOB COOBITHI U MapaMeTPOB OOHEKTOB COOTBETCTBEHHO.

CcpltoyHast LIEIOCTHOCTb, HpeAroarapmas oos3aTeIbHOe Haluune O0beKTa, Ha KOTOPBIN
cchlIaeTcs Apyro oObEKT, B MOJENN oOecrieunBaeTcsi 6aroaps CymecTBYIOUIMM TUIIAaM B3alMO-
JNEUCTBUS MEXAY dIEMEHTaMU MHOXECTB Pazoen, KnaccO, KnaccC, KnaccllO, Ilanka,
Dr30 — «BIAACICI-TIOTUMHEHHBIN (BeIpakeHus (3)-(5) 1 UM 1Mo100HbBIE).

OCHOBHBIMU OIEPALUSAMH B MOJEIH «OOBEKT-COOBITHE» SBISAIOTCS: OINEpalus CO3IaHUs
(BCTaBKM) 2JIEMEHTOB MHOXKECTB, OJTHOMMEHHBIX 0a30BBIM MOHATHSM Moaenu 2, W HX CBs3el
MeXay co0oi B coOTBEeTCTBUU ¢ R W F; omepanms u3MEeHEHHs YKa3aHHBIX JIEMEHTOB MHOXKECTB,
OJTHOMMEHHBIX 0a30BBIM TOHATHSIM MOJICNN; OTEpalus YAaJICHUs yKa3aHHBIX JJIEMEHTOB MHO-
KECTB, OJTHOMMEHHBIX 0a30BBIM MOHATHUSAM MOJIEIH, a TAK)KE 3aBUCUMBIX OT HUX (B COOTBETCTBUU C
R u F) s1eMeHTOB Ipyrux MHOMKECTB; OTEpALUs BHIOOPKU B COOTBETCTBUH C YKa3aHHBIMH YCJIOBH-
SIMU 3JIEMEHTOB U3 MHOKECTB, OJTHOUMEHHBIX Oa30BbIM MOHATUSAM MOEIH.

WHpopManmoHHbIE 3aIIPOCHI MOTYT OBITh BEIPAXKECHBI B MOHITHSX OTEpaIfid Ha/l MHOYKECTBAMHU.
OnHako Al HEMOJTOTOBJIEHHOTO CIIEHHUAINCTa TEOPETHKO-MHOKECTBEHHAs! MOJIEINb SBISETCS He-
MPOCTON Uil €€ BOCTIPHUATHS W TMOHUMaHUS. [1odTOMy A AOCTHOKEHHSI TMPOCTOTHI M THOKOCTH
MPAKTUYECKOTO UCIOJIb30BAHUS MOJIEIH «O0BEKT-COOBITHEY OBLI pa3paboTaH CIEUUAIBHBINA S3BIK
L — s3b1k Mojsienu ganubix (SIMJ]), coueTaroniuii sCHOCTb U IPOCTOTY MCIIOJIb30BAHUS €r0 OTepaTo-
POB Il yYaCTHUKOB NPOEKTA, a TAKKe MOJTHOTY MPEeACTaBICHUs JaHHBIX Mojaeaupyemoii [1pO.

Boree metanbHO SI36IK MOJIENH JAHHBIX, OJM3KUH K HEKOTOPOMY ITOJIMHOKECTBY €CTECTBEHHOTO
sI3bIKa, @ TAK)KE €ro BO3SMOXKHOCTH PacCMOTpeHbI B padorax [37,38].
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4 BeIBOADI

1. B pe3ynbraTe aHanu3a JOCTHXKEHUH B 00J1aCTH CEMAHTUYECKOTO MOAEIMPOBAHUS U MEPCIIEK-
TUBHBIX HANpaBJICHUI €r0 pa3BUTHUS, a TAKKe UCXOIS M3 HEOOXOAUMOCTH HAXOXKICHUS pEIICHHIH
IpoOJIEMBI, CBA3aHHOW C MOTPEOHOCTBIO CBOEBPEMEHHOI'O CO3/IaHUSl U MOJEpPHHU3AIMM, B paMKax
3aIIaHUPOBAHHOTO OFOKETa, 0a3 MaHHBIX, 00JATAOIINX TPEOYEMBIMU KauecTBaMu, cHopMyIupo-
BaHbl TPEOOBaHUs, IPEbsIBIIAEMbIE K pa3padaTbiBa€MON MOJEIH.

2. B COOTBETCTBUM C TPEACTaBICHHBIMU TPEOOBAaHUSIMH CHHTE3HMPOBAHA MOJENb «OOBEKT-
COOBITHE», KOTOPAs COAEPXKUT ONPEAETICHHbIE MOAXOAbl M PELICHUs, anpOOUPOBaHHbIE B U3BECT-
HBIX «pacipeHHbix» monensx: ERM, EERM, HERM, ORM, o0bekTHO#, CEeMaHTHUUECKUX CETe-
BBbIX, OHTOJIOTMYECKOH, MH(OIOrn4eckoi, OCHOBAHHOM Ha JIOTMKE NPEAUKATOB C PacIIMpPEeHHOH
MOJIICP>KKON KOHLIEIIIMYA BPEMEHH.

3 B mporiecce coznanusi MOJEIH «0OBEKT-COOBITHE» OBUIH ONPEACNICHb: MHOKECTBO 0a30BBIX
MOHATUI MOJIENTH, KOTOPBIE UCIOIB3YIOTCS JUIS OMUCAHUS PEabHOTO MHUPA; MHOKECTBO OTHOIIIE-
HUI MeXJly 0a30BbIMU MOHATHSMU MOJEIU U MHOXKECTBO (DYHKLMN MHTEpPIIPETALMH, 3aJaHHbIX Ha
0a30BbIX MOHATHIX W OTHOLICHUAX (KaK HaOOp (GOopMaibHBIX OOBEKTOB, HEOOXOMMUMBIX JUISL MPE-
CTaBJICHUs 0A30BBIX MOHATUI MOJEIN); MHOXXECTBO OTPAaHUYEHUHN LEIIOCTHOCTH; MHOKECTBO JIOITY-
CTHMBIX ONepaIii HaJl JaHHBIMHU U CHEIHAIbHBIN S3bIK MOJIEIH JaHHBIX, COYCTAIONIHNIA B cede Mmo-
HSTHOCTH M TMIPOCTOTY HMCIIOJIB30BAHMS €T0 OTIEPaTOPOB JJISl yYACTHUKOB MPOEKTA, a TAKXKE IMOJHOTY
IpeJCTaBIeHUs JaHHBIX Moaenupyemoit I1pO.

4. [lpumeHeHue cpesICTB pa3pabOTaHHON MOJENN «0OBEKT-COOBITHEY TIO3BOJISET:

- obecreunTh KOMIUIEKCHOE MpeJicTaBlieHre JaHHbIX Mojenupyemoit I[IpO, ux cTpykTypsl 1
OTPAaHUYECHUN LEJIOCTHOCTH;

- YIIPOCTHUTH Ipolecc npeodpa3oBaHus KoHUenTyaasHoi Mozenu [IpO B cxemy pensluoH-
Hou B/I;

- peam30BaTh BO3MOKHOCTb MCIIOJIb30BaHMs MOJIENH, KaK Ha 3Tane KOHUENTYaJIbHOIo Mpo-
extupoBanus bJl, Tak u Ha ctaguu pynkunonuposanus Pb/] COY.
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The data model ""object-event': requirements and synthesis of the model.

Abstract. Requirements imposed to the developed data model are formulated based on the need to find new solutions of the actual
problem of timely creation, modernization within the planned budget of databases that have the required qualities. The data model,
called "object-event”, is synthesized in accordance with the formulated requirements and the general approach to the problem of
semantic modeling proposed by C. Date.
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Mogaesib JaHUX «00'€KT-IOdis»: BUMOTH Ta CHHTE3 MOJEJII.

AHoTanis. Buxonsuu 3 He0OXiTHOCTI 3HAXOJPKEHHST HOBHX PIllICHb aKTYaJILHOI 3aJ]aui CBOEYaCHOTO CTBOPEHHSI, MOJIepHi3allii B pa-
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Abstract: We established the need for comparative analysis and evaluation of the possibility to use asymmetric post-
quantum cryptographic mechanisms. In order to compare, a procedure for evaluation was selected based on integral
assessments of unconditional and conditional criteria. An analysis was conducted among the algorithms that fulfilled
general unconditional criteria. As conditional criteria, we chose numerical characteristics of algorithms. In addition,
additional unconditional criteria were put forward that differed depending on the conditions of use. The relevance of
present research is associated with the emergence of a quantum computer. Previous studies have already proved that
the existing cryptographic algorithms are vulnerable to the methods of quantum cryptanalysis. That is why, at pre-
sent, leading organizations in the standardization of crypto algorithms conduct research and comparisons for select-
ing the post-quantum standard of cryptography. As a result of present research, we found a lack of a universal post-
quantum cryptographic algorithm. It is proposed to separate three variants in the application of post-quantum algo-
rithms: for lightweight cryptography, for the use by standard automated systems and use in a cloud-based environ-
ment. For all conditions of use, a separate evaluation of benefits in the cryptographic algorithms was carried out.
Deficiencies in the leading candidate were detected. That is why the recommendations were given to employ these al-
gorithms as the basic ones in the transition period. And, if the suspicion is confirmed, then we proposed alternatives.
Results of present research allow us to understand current state in the development of post-quantum crypto algo-
rithms and to predict their possible further development. The practical value of the research consists in obtaining the
evaluation for post-quantum algorithms, depending on the conditions of their application.

Keywords: post-quantum cryptographic algorithms, comparative assessment of crypto algorithms, comparison cri-
teria of crypto algorithms.

1 Introduction

Due to the development of technologies for quantum computing and the introduction of quantum
computer, there is a threat to the current state of protection of cryptographic systems with a public
key [1]. With an advent of quantum computer that would have the volume of register required for
the methods of quantum cryptanalysis, the stability of existing crypto algorithms will significantly
degrade [2, 3]. This necessitates the creation of algorithms resistant to the methods of quantum
cryptanalysis. The European project "New European Schemes for Signatures, Integrity, and Encryp-
tions " (NESSIE) and the National Institute of Standards and Technologies (NIST) of the USA an-
nounced a start of recruiting the applicants for the contest of post-quantum algorithms whose stand-
ards are planned to be adopted over 2020-2022 [4,5].

A peculiarity of this task is that the contest will accept the algorithms whose cryptographic trans-
formations are based on the latest information or insufficiently tested mathematical methods that
will require considerable time to prove their stability in terms of quantum cryptanalysis. That is why
the choice of the new standard will affect not only the algorithm that will be employed but also fur-
ther development of the post-quantum cryptography.

Another feature is that the universal algorithms are lacking that can be used both for electronic
signature (ES) and the encryption. Therefore, it is necessary for each of the security services to se-
lect its particular algorithm. A possible exception is the use of isogenies by the Jao-Soukharev algo-
rithm, but a special feature of the ES mechanism by this algorithm is that it requires interactivity
and full trust from a third party [6].

A relevant task is the comparative analysis and evaluation of a possibility to use the post-
guantum mechanisms, which are represented by the algorithms that already exist, depending on the
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conditions of applying them. At present, only the possibility of using the appropriate crypto trans-
formations over a post-quantum period is being examined, but the analysis of advantages of one
over another has not been run yet. In addition, it is necessary to evaluate the very possibility to use
such algorithms taking into account those constraints that are imposed by the existing information
systems.

2 Literature review and problem statement

As a confirmation of necessity to develop the post-quantum algorithms, article [1] should be
brought here. It notes that in August 2015, the National Security Agency (NSA) of the US Govern-
ment came up with a broad statement about the need for devising the standards for post-quantum
cryptography. This article analyzed the risk of applying quantum computers for modern crypto al-
gorithms and proposed the mechanisms for crypto transformations that are resistant to the crypta-
nalysis of different types (Table 1).

Table 1 — Types of crypto transformations that are resistant to quantum cryptanalysis

Cryptographic resistance (protection) depends on the complexity of
solving the equation on algebraic grids

Cryptographic resistance (protection) depends on the complexity of
solving a system of multivariate polynomial equations
Cryptographic resistance (protection) depends on the complexity of
fulfilling the task on decoding a linear code

Cryptographic resistance (protection) depends on the complexity of
finding collisions or prototypes in the cryptographic hash-functions
Cryptographic resistance (protection) depends on the complexity of
finding an unknown isogeny between a pair of supersingular elliptic
curves

Lattice-based primitives

Multivariate primitives

Code-based primitives

Hash-based primitives

Isogeny-based key
primitives

The algorithms given in Table 2 were proposed by the task force of the European Telecommuni-
cations Standards Institute (ETSI) [5] for further research and study as possible candidates for quan-
tum-protected algorithms.

Table 2 — List of post-quantum algorithms and their characteristics, proposed by ETSI

Type Scheme Resis:tance Public key Signature
[bits] [bytes] [bytes]
Lyubashevsky - 1664 2 560
NTRU-MLS 128 988 988
Aguilar et al 128 1082 1894
Lattice Guneysu te al 80 1472 1120
BLISS 128 896 640
Ducas et al 80 320 320
HIMMO 128 32 | -
Quartz 80 72 237 16
Ding 123 142 576 21
MQ uov 128 413 145 135
Cyclic-UOV 128 60 840 135
Rainbow 128 139 363 79
Cyclic-Rainbow 128 48 411 79

Each of the quantum-resistant types of cryptographic transformations is under examination and
there are already algorithms for ES and directed encryption (DE or E2EE) that are based on these
transformations [5-7]. There are preliminary results of comparing these algorithms to the existing
standardized ones [7].
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Resistance Public key Signature

Uy SBIEIE [bits] [bytes] [bytes]
Parallel-CFS 120 503 316 480 108

Cayrel et al 128 10920 47 248

Code Cyclic-Cayrel et al 128 208 47 248

RankSign 130 7200 1080

Cyclic RanksSign 130 3538 1 080

Merkle 128 32 1731
Hash Leighton-Micali 128 20 668

XMSS 256 64 8392

SPHINCS 256 1056 41 000

Isogeny Jao—S(_)ukharev 128 768 1280
Sun-Tian-Wang 128 768 16

An analysis of scientific literature [1, 4-7] revealed that comparisons between potentially possi-
ble post-quantum mechanisms are still lacking, as well as information about the possibilities of their
use depending on the conditions and the environment. At the same time, it is the choice of the most
promising cryptographic transformations for the post quantum application, which is extremely im-
portant, as it defines future direction in the development of cryptography — asymmetric cryptog-
raphy.

At [5-7] note that post-quantum algorithms, compared with others, in addition to the resistance to
quantum cryptanalysis, demonstrate other advantages, as well as shortcomings. Thus, the algo-
rithms based on multivariate transformations have a very small size of the signature. However, in
contrast, for the required stability they demand key data of such large size that it makes their wide-
spread use and application problematic. The algorithms based on the use of algebraic codes display
a similar flaw, but their benefit is high performance speed.

The disadvantage of algorithms based on hashes is the large size of the crypto transformation re-
sult. In addition, to reduce the threat of attack of the "replay" type, additional information must be
stored together with a private key.

The disadvantage of using algorithms based on elliptic curves isogenies is the high complexity in
crypto transformations.

However [5-7] do not focus on these shortcomings. There is no analysis for a possibility to em-
ploy algorithms with such properties into existing systems. And there is no analysis of their ad-
vantages and shortcomings in comparison to other post-quantum algorithms. Nevertheless, this very
analysis is particularly important. Since the need for a standard post-quantum asymmetric algorithm
has been already defined [1, 4-5], it is necessary to choose the most suitable one to the requirements
of the existing information systems.

3 The aim and tasks of the research

The aim of present research is to evaluate and to conduct comparative analysis of the existing
methods for post-quantum crypto transformations of algorithms depending on the requirements put
forward and conditions for their application. This will allow us, first, to select the algorithms that
are most likely to become future post-quantum standards, second, to predict the future direction in
the development of asymmetric cryptography.

To achieve the set aim, we solved the following tasks in the course of research:

— to select a technique, which will enable conducting an assessment and comparative analysis of
post-quantum algorithms depending on the requirements put forward and conditions of application;

—to choose and analyze methods and algorithms that are based on different mathematical meth-
ods but meet unconditional (basic) requirements put forward to the candidates for post-quantum
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standards (proved correctness and resistance, tested protection, exact assessment of parameters and
complexity of implementation);

—to make up proposals and recommendations regarding the use of the examined algorithms
when adopting the post-quantum standards of asymmetric crypto transformations.

4 Materials and methods for examining a possibility and advantages of using post-quantum
algorithms depending on conditions

4.1 Substantiation of the choice of technique for comparing the cryptographic algorithms

One of the most important issues in the process of holding a contest is the application of objec-
tive methods and technique for the evaluation and comparative analysis of cryptographic primitives.
Paper [8] described methods and techniques for comparative analysis of symmetric and asymmetric
crypto primitives. They are based on the system of unconditional and conditional partial and inte-
gral criteria, as well as indicators that allow assessment of the degree of satisfying the requirements
put forward to a candidate. The main task of such techniques is [8-10]:

— formalization of decision-making processes regarding the execution of requirements put for-
ward to them;

— consideration of advantages and shortcomings in the cryptographic primitives that are candi-
dates for the post-quantum standard,;

— reducing the impact of subjective factors on decision making.

Under the criterion we shall understand an attribute, based on which the assessment is made, or
determining or categorization of anything, that is, in essence, we shall understand it as an evaluation
measure.

Previous studies [7,10] allowed drawing a conclusion that the comparison of cryptographic prim-
itives can be carried out using two clusters of criteria: unconditional and conditional. This approach
makes it possible to assess and compare those crypto transformations that are the candidates in 2
stages. This approach is based as well on accounting for or utilizing the expert evaluations.

At the first stage, they verify the appropriateness of crypto transformation for the system of par-
tial unconditional criteria, and then for each crypto primitive, based on the partial ones, an uncondi-
tional integral criterion is computed.

At the second stage they receive appropriate assessments using first the system of partial condi-
tional criteria, and then, based on them, an integral conditional criterion is calculated. The applica-
tion of partial conditional criteria, and then, based on them, of integral conditional criterion, allow
obtaining a more accurate estimate. Such assessment is obtained from the normalization of overall
estimates of characteristics of crypto transformations and makes it possible to compare crypto prim-
itives, which are the candidates for a post-quantum algorithm.

4.2 Examining the mechanisms of cryptographic transformations by the totality of
unconditional criteria

It is by using the unconditional and conditional criteria that it becomes possible to compare dif-
ferent cryptographic transformations by the integral conditional and general criteria.

Further, by the conformity of one or another mechanism to the unconditional criteria we shall
understand that expert assessments by the unconditional criteria are positive, in other words, they
are satisfied unequivocally. We shall assign to the unconditional criteria those criteria whose ful-
fillment for cryptographic transformations is compulsory, that is, unconditional.

Thus, under condition of positive assessment by the integral unconditional criterion, further
comparison and evaluation can be carried out based on determining and comparing the conditional
criteria and an integral conditional criterion.

The general unconditional criteria are:

Ws, — reliability of mathematical base that is used in the cryptographic transformations;

W3, — practical protection of cryptographic transformations from known quantum attacks;

W33 — real protection from all known and potentially possible cryptanalytic attacks;
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W5, — statistical safety of cryptographic transformation;

W35 — theoretical protection of cryptographic transformation;

W;e — absence of weak private keys for cryptographic transformation or the existence of a prov-
en mechanism to identify/verify such keys;

W;s7 — complexity of direct and inverse cryptographic transformations regarding ES does not ex-
ceed a polynomial character.

1. Under the reliability of mathematical base, we shall understand practical absence of intruder's
capabilities to carry out attacks of the "universal disclosure™ type due to the imperfection of mathe-
matical apparatus that is used, or weaknesses that can be predetermined by the specific properties of
general parameters and keys. In this case, the criterion for estimating the reliability of mathematical
base is the fact that the complexity of the attack "universal disclosure™ is exponential in nature, and
the criterion of unreliability is the subexponential or polynomial complexity.

2. Under the practical protection of crypto transformations, we shall understand protection from
power and analytic attacks, which is achieved by selecting the size of general parameters and keys,
as well as the means for their generation. In other words, the criterion of practical protection of
crypto transformations is determined by a dependence of the complexity of attack on the size of
general parameters and keys. There must exist such parameters, for which complexity of the attack
considerably (by the required number of orders) exceeds the existing capacity of cryptanalytic sys-
tems in the technologically advanced states (third level offender). Including those that take into ac-
count a forecast for increase in the capacity of cryptanalytic systems due to the development of
mathematical provision and software, as well as hardware and software means. In the present study,
we considered future application of the means based on quantum computing. Since the emergence
of such means necessitates introduction of new cryptographic algorithms.

3. Real protection from all known and potentially possible cryptanalytic attacks. Such protection
refers to the fact that all known cryptanalytic attacks of the "full disclosure” type have exponential
complexity. And the criterion of vulnerability — subexponential and lower character of complexity
of the attack "full disclosure".

4. Statistical safety of cryptographic transformation, which we shall understand as a statistical
independence of the result of cryptographic transformation from the input block that is encrypted
(EP-signed), and a private key that is used.

5. Theoretical protection of cryptographic transformation. A crypto transformation is estimated
when using general parameters with the appropriate properties and lengths. There should not exist
(unidentified) theoretical analytical attacks whose complexity is lower than the complexity of attack
of the "full disclosure™ type.

6. Absence of weak key pairs, including private keys. Weak keys are the keys with which com-
plexity of cryptanalytic attacks of the "full disclosure™ and "universal disclosure” types is lower
than the complexity of attack "full disclosure™ for other (not weak) private keys. It is allowed to ac-
cept a mechanism, which has weak key pairs, but the probability of their generation is low and there
is a proven algorithm for the validation of key pair on weakness of (if all such key pairs have been
already discovered).

7. A complexity of the direct and inverse cryptographic transformations, as well as the genera-
tion or deployment of keys, has a polynomial character and does not exceed permissible magni-
tudes.

When using the given unconditional criteria, we chose the following algorithms (Table 3) under
condition of applying the following parameters (minimum values) [7,8,10]:

1) lies. — Cryptographic resistance;

2) lpubx. — length of the public key;

3) lprk. — length of private key;

4) lires. — length of the result of cryptotransformation;

5) Tqir. — Speed of direct crypto transformation;

6) Tin. — Speed of inverse crypto transformation.

Characteristics of algorithms from this Table. Among these algorithms, Jao-Soukharev is
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highlighted because it can be used both for the encryption and for ES, but a signature requires
interactivity.

Table 3 — Comparison of characteristics of post-quantum algorithms

Algorithms lres. loub.k. lorx. Iy res. Tair. Tinv.
NTRU 128 088 256 988 0,5 0,02
BLISS 128 896 256 640 0,02 0,01
Quartz 80 72237 3000 16 2 0,05
XMSS 128 1700 280 2048 2 0,2

SPHINCS 128 1024 1024 41000 0,5 0,02
RankSign 130 7200 21600 1080 0,02 0,02
Jao-Soukharev 128 768 768 1280 5 5

Note: Cryptographic resistance is given in bits, data size in bytes, and the speed of transformations
in the form of coefficient relative to the speed of the corresponding transformation of the RSA algo-
rithm with a key length of 4096 bits.

Among the indicated algorithms, we used a comparison by the unconditional criteria for various
areas of application. The criteria are:

W1 — loun.k. — length of the public key;

Ws, — lpri. — length of private key;

Wg3 — |t res. — length of the result of crypto transformation;

W, — interactivity of algorithm.

These criteria are different for the following cases:

1) Lightweight cryptography is due to the use of smart cards, hardware electronic keys. A pecu-
liarity of lightweight cryptography is:

— limited amount of internal storage;

— low computing capacities for satisfying which it is possible to reduce resistance;

— the use in combination with an extensive system of another type (such as an object of multifac-
tor authentication in the internal network).

The criteria are:

Wy — Ipub.k. <=2048;

W — Ipr.k.<:768;

Wiz — lires <=2048;

W, — interactivity is prohibited.

2) Cryptography in the standard automated systems (AS). Compared to the lightweight cryptog-
raphy, the requirements to the size of the key data are reduced while requirements for resistance are
increased. However, at the same time, such AS can be employed as servers. This predetermines a
large amount of concurrent operations and storing, accordingly, a large volume of public-key certif-
icates (that includes a public key and its signature by the key of the certificate authority (CA)). The
criteria are:

Wy — Ipub.k. <=8192;

W — Ipr.k.<:2048;

Wiz — lires <=8192;

W, — interactivity is prohibited.

3) Cryptography in a cloud-based environment:

Special conditional criteria are absent, that is, all algorithms from Table 3 can be applied.

Evaluation of the potential to use crypto transformation W under these conditions can be repre-
sented in the form:

W, =W; AW, AW AW, (1)
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Tables 4 and 5 give the results of comparing the crypto algorithms by formula (1) for the condi-
tions of applying in lightweight cryptography and standard AS, respectively.

Table 4 — Conformity of algorithms to the unconditional criteria of light cryptography

Algort W | W | We | We | WL
NTRU 1 1 1 1 1
BLISS 1 1 1 1 1
Quartz 0 0 1 1 0
XMSS 1 1 1 1 1
SPHINCS 1 0 0 1 0
RankSign 0 0 1 1 0
Jao-Soukharev DH 1 1 1 1 1
Jao-Soukharev Sign 1 1 1 0 0

Table 5 — Conformity of algorithms to the unconditional criteria of cryptography for standard AS

Algortm e W | We | Wa | Wa | W
NTRU 1 1 1 1 1
BLISS 1 1 1 1 1
Quartz 0 0 1 1 0
XMSS 1 1 1 1 1
SPHINCS 1 1 0 1 0
RankSign 1 0 1 1 0
Jao-Soukharev DH 1 1 1 1 1
Jao-Soukharev Sign 1 1 1 0 0

That is, for the conditions of light cryptography and cryptography of standard AS, we shall com-
pare algorithms for ES BLISS and XMSS and the encryption algorithms NTRU and the Diffie-
Hellman scheme for the Jao-Soukharev algorithm.

4.3 Examining the mechanisms of cryptographic transformations by the totality
of conditional criteria

Studies have demonstrated that qualitative and quantitative comparison of cryptographic trans-
formations can be conducted using a generalized conditional benefit criterion or an integral condi-
tional criterion [10,11].

As the basic partial conditional criteria, it is proposed to use numerical characteristics of the al-
gorithms that are listed in Table 3.

When applying the chosen partial conditional criteria, it is important to select a method for the
convolution of partial conditional criteria into a conditional integral criterion.

Conducted analysis, as well as practical study, has demonstrated that as the methods for the con-
volution of partial conditional criteria, it is possible to choose the hierarchy analysis method based
on pairwise comparisons and the ranking method.

When using the hierarchy analysis method based on pairwise comparisons, the obtained judg-
ments are expressed by integers. These numbers (ratings) are selected by a 9-point scale (Table 6,
in the explanation column: interpretation of the score in our comparison is recorded). The validity
of this scale is proved theoretically when compared to many other scales. When using the specified
relation scale, comparing two objects in the sense of achieving the goal, which is located at the
highest level of hierarchy. It is necessary to match this comparison with a number in the interval
between 1 and 9, or the inverse value of numbers.
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Table 6 — Scale of expert estimations of the pairwise comparison method

Degree of N .
Pegree o Definition Explanation
significance
- Two characteristics have the same
1 Equal significance R
significance.
: Characteristic in the numerical
Some advantage of one action over an- o
3 value is 2 times better, has some

other (weak significance) advantage qualitatively

Characteristic in the numerical

5 Essential or strong significance value is 4 times better, has a dis-
tinct advantage qualitatively
Characteristic in the numerical

7 Obvious or very strong significance value is 32 times better, has a con-
siderable advantage qualitatively
Characteristic in the numerical
value is more than 32 times better,

9 Absolute significance the other characteristic can be ne-
glected qualitatively
2468 Intermediate values between two adja- The s_ituation needs a compromise
T cent judgments solution
If action i when compared to j is as-

Inverse magni-
tudes of the non-
zero magnitudes

shown above

signed with one of the non-zero num- If the coherence was postulated
bers defined above, then action j when when obtaining N numeric values
compared to action is assigned with the | for the formation of matrix
inverse value

Thus, a comparison of cryptographic transformations can be carried out by using a generalized
conditional benefit criteria or a conditional integral criterion. In this case, as the methods for the
convolution of partial conditional criteria, one may choose the hierarchy analysis method based on
pairwise comparisons and the ranking method.

Since the algorithms are compared by the determined numeric characteristics, then it is possible
by the scale from Table 6 to receive their accurate assessment. However, determining the signifi-
cance of each characteristic for the selected conditions cannot be performed with the same accuracy
as determining the weight coefficients has a qualitative character. Therefore, in order to determine
them, it is necessary to apply the method of expert evaluations [12].

4.4 Methods of expert evaluation

The expert evaluations are understood as a complex of logical and mathematical procedures
aimed at obtaining information from specialists, its analysis and generalization in order to prepare
and develop rational decisions [12].

Methods of expert evaluations are the methods for organizing work with specialists-experts and
processing of expert opinions.

The essence of methods of expert evaluations — underlying the decision made, or forecast, or
opinion, is the specialist's opinion or of a team of experts, based on their knowledge and practical
professional experience.

Stages of expert evaluation [12]:

1) statement of purpose of the research;

2) selection of form of research, defining the budget of project;

3) preparation of information materials, forms, moderator of the procedure;

4) selection of experts;

5) conducting the survey;

6) analysis of results (processing expert assessments);
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7) preparation of the report with results of the expert evaluation.

There are the following methods of expert evaluations (ways to work out both collective and in-
dividual expert assessments):

— method of association: based on studying the object similar in properties with another object;

—method of pairwise comparisons: based on the comparison by an expert of alternative choices
among which the most significant is to be chosen;

— method of benefit vectors: an expert analyses the whole set of alternatives, chooses the most
significant;

—method of focal objects: based on assigning the attributes of randomly selected analogues to
the examined object;

— individual expert survey: a survey in the form of an interview in the form of analysis of expert
assessments;

— the midpoint method: two alternative variants of solution are stated, one of which has a lower
benefit. After that, the expert has to select a third alternative variant whose estimate is between the
values of the first and second alternatives;

—method of simple ranking: each expert should position the attributes in order of benefits;

—method for assigning the weighting coefficients: all attributes are assigned with certain
weighting coefficients;

—method of sequential comparisons (all the attributes are arranged by the decrease in their sig-
nificance; the first attribute is assigned with value 1, others are assigned with weighting coefficients
in fractions of a unity; the value of the first attribute is compared to the sum of all of the subsequent
ones);

— method of assigning the points: experts, depending on the significance of the indicator (attrib-
ute) assign points (0-10), and are permitted to evaluate the significance of the indicator in decimal
values, as well as different indicators can be assigned with equal points.

Common opinion displays a larger accuracy than the individual opinions of each of the experts.
This method is used to obtain quantitative estimates of qualitative characteristics and properties.

Thus, there are collective and individual expert assessments. As far as each of the groups of
scores is concerned, there are appropriate methods for defining such estimates. The given methods
are selected according to the conditions of evaluation, degree of complexity and the required accu-
racy of assessment, etc. Each of the methods has also its own advantages and shortcomings.

In the case when all characteristics of the cryptographic algorithms have a precise numeric value,
the role of experts is to determine the weighting coefficients of the significance of characteristics.
These coefficients vary depending on the area of application. That is why the chosen experts were
specialists in their relevant fields.

4.5 Establishing a degree of coherence among expert opinions

If several experts participate in a survey, then the differences in their assessments are unavoida-
ble, however, the magnitude of such discrepancy is important. Group evaluation can be considered
sufficiently reliable only under condition of a good degree of coherence among the responses from
individual experts [12].

For the analysis of variability and coherence in the assessments, they apply statistical character-
istics — a measure of spread or statistical variance.

The means of computing a measure of spread:

1) Variance spread:

R=X,—X

min ?

where Xmax, Xmin are the maximal and minimal value of indicator (attribute), respectively.
2) Mean linear deviation:

1 n
a—ﬁé

X. —x‘,
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where n is the number of expert estimates of characteristic (number of experts), x; is the estimate of
the i-th expert, i=1,..., n, x is the mean value of estimate of characteristic.

3) The root mean square deviation:
1 4 N2
o= ’—Z(xi - X)°.
)

c’ =12(xi ~x)2.
N5

As a reliability measure of the degree of reliability of a given survey, the method of pairwise
comparisons employs the values of variation in the estimates of a characteristic:

4) Dispersion:

Q

Bj: j1

X
J
where oj is the root mean square deviation of the j-th characteristic, x_J is the mean value of as-

sessment of the j-th characteristic. The closer a variance coefficient to zero, the more coherent ex-
perts' estimates are. If the value of variance is larger than 0,33, the opinion of experts is considered
to be unsatisfactorily coherent, 0,17 - 0,33 — satisfactorily coherent, 0,17 — coherent enough. The
total variance (that is, coherence among the assessments of all characteristics) can be selected by the
maximax criterion — maximum value of the variance. Another variant is to perform the evaluation
for the variance of variance, that is, to repeat calculations, but, instead of the values of estimates, to
apply the values of variance.

For the method of pairwise comparisons, the mean value of a characteristic's estimate will be-
come a weight coefficient for this characteristic.

For the ranking method, they use a different method to evaluate coherence among the opinions
of experts — a method for determining the coefficient of concordance:

1) d experts estimate n attributes by the ranking method, rjj is the estimate of the i-th attribute by
the j-th expert.

2) the sum of ranks of the attribute is determined:

4) the coefficient of deviation is determined:
S= z (rIS _E)Z.
i=1

5) the coefficient of concordance is determined:
W= 2 s,
d“(n”—n)

The closer coefficient of concordance to 1, the more coherent is the opinion of experts. It is be-
lieved that at W > 0,5, the coherence of opinions is satisfactory.
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4.6 The hierarchy analysis method based on pairwise comparisons and the peculiarities
of its application for the evaluation of algorithms

In order to apply the hierarchy analysis method, it is necessary to select a system of conditional
criteria. By using such a set of indicators, by applying the conditional criteria, it is possible to calcu-
late the values of integral conditional criterion and, as a consequence, to compare cryptographic al-
gorithms by the conditional integral criterion [8,10,12].

The method for pairwise comparison of elements can be described in the following way. We
construct a set of matrices of paired comparisons. Paired comparisons are represented in terms of
dominance of one element over another. At pairwise comparison, expert compares examined ob-
jects by their significance in pairs, establishing the most important in each pair of objects. All pos-
sible pairs of objects are represented by an expert in the form of record of each of the combinations
(object 1 — object 2, object 2 — object 3, etc.) or in the form of a matrix. The method of pairwise
comparisons is very simple and allows examining a larger number of objects (in comparison, for
example, with the ranking method) and with a better accuracy.

Assume Ej, Ey,... ,E, is the multitude of n elements (alternatives) and vy ,v, ..., vV, are, respec-
tively, their weight or intensity. Let us compare in pairs the weight, or intensity, of each element to
the weight, or intensity, of any other element in the set relative to a property or goal common to
them (relative to the element "father™). In this case, the matrix of pairwise comparisons [E] takes
the form of Table 7.

Table 7 — Representation of matrix of pairwise comparisons

Criteria =} E> En
E v, v
1 v, v, 11Vo v, v,
E, v, v, v, v, v, v,
En v, v, v, v, v, v,

The matrix of pairwise comparisons has a property of inverse symmetry, that is, a;=1/a;i, where
aij=vilv;. When conducting the pairwise comparisons, one should answer the following questions:
which of the two compared elements is more important or exerts a larger influence, which is more
probable and which has a larger benefit. When comparing the criteria, they usually ask which of the
criteria is more important; when comparing the alternatives relative to the criteria — which of the
alternatives has a larger benefit, or is more likely. When constructing a matrix of pairwise compari-
sons for all criteria, it is necessary to determine a relation of coherence for each of the criteria in the
following way. The estimate of component of the natural vector will be calculated by formula (2):

1

qi = (Vvyi XWyi+1 X.. .XWyn )H- (2)
The normalized estimate of the priority vector will be calculated by formula (3):
i =Q +1, 3)
where z is the ratio of consistency of the matrix, which is calculated by expression (4):
Z= Z Q;- 4)
i=1
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n
The value of relation in the consistency of the matrix is in the range of [0,)_Gimax], where gz
i=1
is the maximal possible value of the estimate of component of the natural vector for the chosen
case. Therefore, the hierarchy analysis method based on the pairwise comparisons demonstrates
both advantages and disadvantages. The main shortcoming is a sufficiently strong influence of the
subjective opinion of an expert on the outcome of the assessment. One of the benefits is a simple
mathematical apparatus used.

4.7 Methods for determining the weight coefficients

In the case, when get information about parameters comparable systems importance using infor-
mal methods is not possible, necessary to use formalized methods. Among them are methods based
on determining the weight indices. Let us consider the general problem formulation for crypto-
graphic primitives evaluation technique based on the determining the weight indices method. Let
there are:

1) k systems (cryptoprimitives), which is necessary to evaluate;

2) m indicators, according to which systems are evaluated,

3) n experts, that carry out the evaluation.

For the evaluation, you can use the following weight indices determining methods: using the
Fishburn scale; based on the ranking method; based on the points attribution method; based on the
numerical method. Let us consider these methods more detail hereafter. The cryptographic primi-
tives estimation in this article are done only with using method for determining the weight coeffi-
cients based on the ranking method and hierarchy analysis method based on pairwise comparisons.

4.7.1 Method for determining the weight coefficients using the Fishburn scale
Let we have m indicators and n experts, that estimate the importance of these indicators for some

system. To each indicator x,, i =1,...,m the estimate of their importance is put on accordance. After
that the weight system are built by the next way
a =1,

2.2 , ©

gzo,izl,....,m

where a, — i-th indicator weight; i — indicator number; m — indicators amount. Indicators are rang-
ing by the significance increasing: X, > X, > Xy > ... >= X, > ...>= X, .
Let we define weight indices by using the Fishburn scale:
g - 2-(m-i+1)
' m-(m+1)
Values of weight indices and their average value are brought under the table (Table 8).

(6)

a, — average value of weight indices for i -th indicator; W, = gi — weight indices values.

Table 8 — Weight indices values and their average value

Indicators
Xl Xz cee Xm
Experts
a, a, A
aZl a22 a'2m
n a‘nl anz anm
Wi Wl W2 Wm
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4.7.2 Method for determining the weight coefficients based on the ranking method

The ranking method — one builds a matrix of evaluations of the attributes by experts, where each
expert assigns a rank to each attribute. Assume there is n of partial indicators and group of d experts
who assess the significance of these indicators for a certain system. The most important indicator is
matched by rank (score) n, the next one — by (n-1), etc.; the rank equal to 1 is the least important.

Then, the weighting coefficients are determined by formula (7) [8-10]:

I’j )
W, =——, ]=1...,n. (7)
2.7

i=L

Table 9 — Table of expert estimates by the ranking method

Indicators X X X
Experts ! 2 T n
1 1 I12 ... I'1n
1 PY) ... I'on
d rdl rd2 oo rdn
n

= Z i M r2 r

i=1
Wj Wi Wo e W,

Notes: X, is the n-th indicator, r; is the j-th rank (estimate), d is the number of experts, n is
the number of indicators.

Results of a survey of experts are compiled in a table (Table 9). The penultimate line of this table
contains a record of the sum of the ranks (estimates) that were assigned by the experts, and the last
line of the table contains a record of values of weighting coefficients of the indicators.

4.7.3 Method for determining the weight coefficients based on the points attribution method

Let we have m indicators and n experts, that estimate the importance of these indicators for some
system. Experts according to indicator significance put points from 0 to 10, herewith it’s allow to
estimate the importance of indicator by the fractional values, and also to the different indicators we
can charge off similar points. After that it’s defined weights of each indicator that is calculated by
each expert:

h. m
i = m” ;Zrijzl, (8
zhij "
j=1

where I; — weights of ] -th indicator, that are defined by i-th expert; h, — point of i-th expert,

that are put to the | -th indicator; n — amount of experts; m — amount of indicators.

All received data are brought under the table (Table 10). The finale weight indices of indicators
are defined by the formula:

1n ZW =1. (9)

ml
Z r.,’
j=1
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Besides experts estimates for define weight indices we can use some formal methods, which take
into the consideration values of indicators itself.

Table 10 — Weight indices values

Indicators m Indicators weights
() x| % | o x| 22N . . r
: j=1 i1 i2 im
Experts (1)
T I VI LY o,
1 h1 h1 h1 Z hl] 117 m 12 7 m m - m
1 2 cee m i=1 ces
j 2 hy 2hy 2hy
j=1 j=1 j=1
Zm: h r = h21 r. — hzz r = h2m
2 h21 h22 h2 = 2 21 m 22 m 2m m
" 2., h,, 2 hy,
j=1 j=1 j=1
i h r. = hnl r.= hn2 r _ hnm
n h . h , h = nj nl m n2 m nm m
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4.7.4 Method for determining the weight coefficients based on the numerical method
For each indicator the coefficient of relative spreading is calculated by the formula:

X. —X
1 max
5, = Jimec ~ Rimin

imin
X.

I max

, (10)

where X, .., Ximin — Maximum and minimum values of i -th indicator accordingly, m — indicators
amount.

Values of indicators itself can find by the any above mentioned methods. Weight indices take the
greatest value for that indicators, which relative spreading are the most significant

S,

W, = — .
2.9
i=1

All received data are brought under the table (Table 11).

(11)

Table 11 — Weight indices values

Indicators
L X, X, X,
Estimation
Xi min lein X2min mmin
Xi max leax XZmax et Xm max
5 5, 5, ,
Wi Wl W2 i Wm
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5 Results of examining the comparative evaluation of the application of post-quantum
cryptographic algorithms

Table 12 gives the result of determining the weight coefficients by expert estimates for the
mechanisms of ES for lightweight cryptography.

The level of consistency in the assessments is 0,156 that meets the requirements. After conduct-
ing evaluations of characteristics for the algorithms (Table 3) that were selected by unconditional
criteria (Table 4), by the scale of Table 6, the BLISS algorithm has the level of 0,709, XMSS —
0,291.

Table 12 — Weight coefficients of the ES mechanisms criteria by expert estimates for
lightweight cryptography by the method of pairwise comparisons

Expors Indicators e b lori lirec Ty T
1 0,235 0,124 0,235 0,124 0,235 0,045
2 0,218 0,096 0,286 0,129 0,218 0,053
3 0,242 0,084 0,242 0,135 0,242 0,056
4 0,264 0,098 0,264 0,137 0,186 0,050
5 0,275 0,092 0,275 0,155 0,155 0,047
W 0,247 0,099 0,260 0,136 0,207 0,050

Table 13 gives the result of determining the weight coefficients by expert estimates for the en-
cryption mechanisms for lightweight cryptography.

The level of consistency in the assessments is 0,108 that meets the requirements. After conduct-
ing evaluations of characteristics for the algorithms (Table 3) that were selected by unconditional
criteria (Table 4), by the scale of Table 6, the NTRU algorithm has the level of 0,704, Jao-
Soukharev — 0,296.

Table 13 — Weight coefficients of the encryption mechanisms criteria by expert estimates for
lightweight cryptography by the method of pairwise comparisons

Indicators

Experts Ires. lpub k. lor. It es. Tair. Tinv..

1 0,079 0,137 0,079 0,187 0,259 0,259
2 0,087 0,114 0,076 0,241 0,241 0,241
3 0,082 0,133 0,064 0,240 0,240 0,240
4
5

0,089 0,123 0,089 0,233 0,233 0,233
0,071 0,119 0,071 0,199 0,269 0,269
W 0,081 0,125 0,076 0,220 0,249 0,249

Table 14 gives the result of determining the weight coefficients by expert estimates of the ES
mechanisms for the cryptography of standard AS. The level of consistency in the assessments is
0,310 that meets the requirements. After conducting evaluations of characteristics for the algorithms
(Table 3) that were selected by unconditional criteria (Table 5), by the scale of Table 6, the BLISS
algorithm has the level of 0,763, XMSS - 0,237.

Table 15 gives the result of determining the weight coefficients by expert estimates of the en-
cryption mechanisms for the cryptography of standard AS.

The level of consistency in the assessments is 0,176 that meets the requirements. After conduct-
ing evaluations of characteristics for the algorithms (Table 3) that were selected by unconditional
criteria (Table 5), by the scale of Table 6, the NTRU algorithm has the level of 0,705, Jao-
Soukharev — 0,295.
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Table 14 — Weight coefficients of the ES mechanisms criteria by expert estimates for
the standard AS by the method of pairwise comparisons

Expert Indicators e oo Lok liree Ty T,
1 0,263 0,181 0,123 0,072 0,181 0,181
2 0,203 0,281 0,065 0,105 0,143 0,203
3 0,138 0,232 0,054 0,083 0,138 0,354
4 0,134 0,229 0,075 0,134 0,075 0,353
5 0,198 0,142 0,068 0,153 0,175 0,264
W 0,187 0,213 0,077 0,109 0,142 0,271

the standard AS by the method of pairwise comparisons

Table 15 — Weight coefficients of the encryption mechanisms criteria by expert estimates for

Expert Indicators e oo Lok liree Ty T
1 0,100 0,077 0,060 0,254 0,254 0,254
2 0,096 0,096 0,059 0,203 0,273 0,273
3 0,110 0,067 0,067 0,302 0,226 0,226
4 0,123 0,078 0,052 0,335 0,206 0,206
5 0,107 0,107 0,064 0,329 0,196 0,196
W 0,107 0,085 0,061 0,285 0,231 0,231

Table 16 gives the result of determining the weight coefficients by expert estimates of the ES
mechanisms for the cryptography in a cloud-based environment.

The level of consistency in the assessments is 0,199 that meets the requirements. After conduct-
ing evaluation of characteristics for the algorithms (Table 3), by the scale of Table 6, the BLISS
algorithm has the level of 0,267, RankSign — 0,218, Quartz — 0,158, SPHINKS — 0,154, XMSS —
0,123, Jao-Soukharev — 0,11.

Table 16 — Weight coefficients of the ES mechanisms criteria by expert estimates for
clouds by the method of pairwise comparisons

Export Indicators e b Lok liree Ty T
1 0,305 0,068 0,068 0,168 0,168 0,222
2 0,233 0,055 0,082 0,164 0,233 0,233
3 0,329 0,064 0,107 0,107 0,196 0,196
4 0,274 0,058 0,089 0,153 0,153 0,274
5 0,246 0,062 0,062 0,140 0,246 0,246
W 0,277 0,061 0,082 0,147 0,199 0,234

Table 17 gives the result of determining the weight coefficients by expert estimates of the en-
cryption mechanisms for the cryptography in a cloud-based environment.

The level of consistency in the assessments is 0,197 that meets the requirements. After conduct-
ing evaluation of characteristics for the algorithms (Table 3), by the scale of Table 6, the NTRU al-
gorithm has the level of 0,685, Jao-Soukharev — 0,315.
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Table 17 — Weight coefficients of the encryption mechanisms criteria by expert estimates for
clouds by the method of pairwise comparisons

Export Indicators e oo Lok liree Ty T,
1 0,319 0,068 0,068 0,182 0,182 0,182
2 0,233 0,055 0,082 0,164 0,233 0,233
3 0,329 0,064 0,107 0,107 0,196 0,196
4 0,242 0,056 0,084 0,135 0,242 0,242
5 0,246 0,062 0,062 0,140 0,246 0,246
W 0,274 0,061 0,081 0,146 0,220 0,220

As in determining the weight coefficients, some attributes were assigned equal estimates, then to
define a more accurate estimate we also used the ranking method, in which during expert assess-
ment it was prohibited to assign features with the same rank, and when evaluating the very crypto-
graphic algorithms, the equal rank was assigned only at complete matching of attributes. In Table 3,
such matching is only for the resistance and speed of transformations, but in the case of speed of the
transformations, we analysed not only the relative performance speed but comparative as well,
which allowed us to obtain a more accurate ration for some pairs of algorithms.

Table 18 gives the result of determining the weight coefficients by expert estimates of the ES
mechanisms for lightweight cryptography.

The coefficient of concordance is equal to 0,904 that satisfies the requirements. After conduct-
ing evaluation of characteristics of the algorithms (Table 3), BLISS has the levels of 0,618, XMSS
—0,382.

An analysis of Tables 12 and 18 reveals that, regardless of the applied methods, the values of
weighting coefficients are almost identical. However, XMSS has a higher rating due to the fact that
in the ranking method they do not take into account the difference in characteristics, and rank is as-
signed only. This leads to a decrease in the level of estimates in the case when a small number of
objects are estimated. This property is one of the largest differences between these two methods: if,
for the method of pairwise comparisons, a larger influence is exerted by the difference in character-
istics (given the weighting coefficients), then for the ranking method, a larger impact is exerted by
the number of characteristics according to which the object has an advantage (also taking into ac-
count the weighting coefficients).

Table 18 — Weight coefficients of the ES mechanisms criteria by expert estimates for
lightweight cryptography by the ranking method

Experts Indicators Ires. Ipub.k. Ipr.k. It.res. Tdir. Tinv..
1 4 2 5 3 6 1
2 4 2 6 3 5 1
3 5 2 6 3 4 1
4 6 2 5 3 4 1
5 6 2 5 3 4 1
w 0,238 0,095 0,257 0,143 0,219 0,048

Table 19 gives the result of determining the weight coefficients by expert estimates of the en-
cryption mechanisms for lightweight cryptography. The coefficient of concordance equals 0,872,
which meets the requirements. After conducting evaluation of characteristics of the algorithms
(Table 3), the NTRU algorithm has the level of 0,606, Jao-Soukharev — 0,394.
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Table 19 — Weight coefficients of the encryption mechanisms criteria by expert estimates for
lightweight cryptography by the ranking method

Experts Indicators Ires. Ipub.k. Ipr.k. It.res. Tair. Tinv..
1 1 3 2 4 6 5
2 2 3 1 4 6 5
3 2 3 1 6 5 4
4 1 3 2 6 5 4
5 1 3 2 4 5 6
W 0,067 0,143 0,076 0,229 0,257 0,229

Table 20 gives the result of determining the weight coefficients by expert estimates of the ES
mechanisms for the cryptography in standard AS. The coefficient of concordance is equal to 0,762,
which satisfies the requirements. After conducting evaluation of characteristics of the algorithms
(Table 3), the BLISS algorithm has the level of 0,619, XMSS - 0,381.

Table 20 — Weight coefficients of the ES mechanisms criteria by expert estimates for
standard AS by the ranking method

EXpEI’tS Indicators Ires. Ipub.k. Ipr.k. It.res. Tair. Tinv..
1 6 4 2 1 3 5
2 5 6 1 2 3 4
3 4 5 1 2 3 6
4 4 5 1 3 2 6
5 5 2 1 3 4 6
W 0,229 0,210 0,057 0,105 0,143 0,257

Table 21 gives the result of determining the weight coefficients by expert estimates of the en-
cryption mechanisms for the cryptography of standard AS.

The coefficient of concordance equals 0,872, which meets the requirements. After conducting
evaluation of characteristics of the algorithms (Table 3), the NTRU algorithm has the level of 0,605,
Jao-Soukharev — 0,395.

Table 21 — Weight coefficients of the encryption mechanisms criteria by expert estimates for
standard AS by the ranking method

Experts Indicators |res. Ipub.k. Ipr.k. It.res. Tdir. Tinv..
1 3 2 1 4 5 6
2 2 3 1 4 5 6
3 3 2 1 6 4 5
4 3 2 1 6 5 4
5 3 2 1 6 5 4
W 0,133 0,105 0,048 0,248 0,229 0,238

Table 22 gives the result of determining the weight coefficients by expert estimates of the ES
mechanisms for cryptography in clouds.

The coefficient of concordance is equal to 0,954, which satisfies the requirements. After con-
ducting evaluation of characteristics of the algorithms (Table 3), the BLISS algorithm has the level
of 0,244, RankSign — 0,203, SPHINKS - 0,168, XMSS — 0,149, Jao-Soukharev — 0,132, Quartz —
0,105.
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Table 22 — Weight coefficients of the ES mechanisms criteria by expert estimates for
clouds by the ranking method

Expert Indicators Ires. lpub k. lork It res. Tiir. Tiny.
1 6 2 1 3 4 5
2 6 1 2 3 5 4
3 6 1 2 3 4 5
4 6 1 2 3 4 5
S 6 2 1 3 4 5
W 0286 | 0,067 | 0076 | 0143 | 0200 | 0,229

Table 23 gives the result of determining the weight coefficients by expert estimates of the en-
cryption mechanisms for cryptography in clouds.

Table 23 — Weight coefficients of the encryption mechanisms criteria by expert estimates for
clouds by the ranking method

Experts Indicators |res. Ipub.k. Ipr.k. It.res. Tdir. Tinv..
1 6 2 1 3 5 4
2 6 1 2 3 5 4
3 6 1 2 3 5 4
4 6 1 2 3 4 5
5 6 2 1 3 4 5
W 0,286 0,067 0,076 0,143 0,219 0,210

The coefficient of concordance equals 0,945, which meets the requirements. After conducting
evaluation of characteristics of the algorithms (Table 3), the NTRU algorithm has the level of 0,588,
Jao-Soukharev — 0,412.

6 Discussion of results of examining the possibility of using and benefits of
post-quantum algorithms depending on conditions

Weight coefficients for the conditions of lightweight cryptography (Tables 12,13,18,19) are de-
termined from the fact that for ES, a complexity of the ES verification is almost non-essential, be-
cause the main verification of ES is performed outside the system, not in the smart card. The hard-
ware means conducts the ES verification while performing the following procedures:

— update (firmware renewal by developer);

— change in the system critical data (downloading a new CA or developer's certificate, formatting
the card);

— the process of authentication (electronic passport, etc.).

Also important is the size of a private key as the memory capacity is limited. For the encryption,
complexity of direct and inverse transformations have the same impact. The size of the result has a
big impact since it has to be transferred with every operation, and for encrypting, a public key as
well.

For the standard systems (Tables 14,15,20,21), more important is the crypto transformation
speed and resistance. In addition, the importance of complex validation of ES is higher than the
complexity of ES procedure itself. This is due to the fact that in the public key infrastructure (PKIl),
the ES validation (that is, additional check on certificate) takes place significantly more often than
the ES procedure itself.

In the cloud-based environment (Tables 16,17,22,23), the most important is the mechanism re-
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sistance and speed of crypto transformations. This is so because resistance characterizes reliability
of the systems, and the use of crypto-equipment in the clouds is fee-based. At the same time, storing
the public keys is predetermined by the structure of clouds, and storage of private keys is included
in the service when using the crypto-equipment in clouds. The size of the result of crypto transfor-
mations is more important than the size of the keys, because the result, first, may be stored not in
the clouds but in the system, and, second, these messages are transmitted by communications that
increase the load on the system.

When applying the methods of pairwise comparisons and ranking, the crypto algorithms esti-
mates do not change significantly and the advantage of these over the others is maintained. But
there is an exception in the evaluation of ES algorithms under conditions of cloud environment (the
case in our study, in which we simultaneously compared the largest number of algorithms). When
using the ranking method (Table 22), algorithm Quartz took the last position in contrast to the
method of pairwise comparison (Table 16), where this algorithm takes a third place. This was due to
the fact that the ranking method does not account for the difference between the values of character-
istics, and the main benefit of the Quartz algorithm is a very small size of ES. Therefore, since the
ranking method takes into account the existence of a benefit rather than its size, the Quartz algo-
rithm gets a low benefit rank.

The comparative analysis revealed that the best choice for all systems and cases is the choice of
lattice-based algorithms (BLISS and NTRU). A shortcoming of these algorithms is that according
to the latest research, these algorithms have a reduced complexity for quantum attack of the "meet-
ing in the middle" type [13,14], however, such complexity is satisfactory for minimum require-
ments. Hence, it follows that these algorithms are the best choice for the transition period, which
will permit, by stable algorithms, finding further solutions to improve these algorithms, or searching
for other variants.

Among the post-quantum mechanisms for ES, one of the most promising is the hash-based algo-
rithm. These algorithms have a proven resistance to all known methods of quantum cryptanalysis
(in contrast to lattice-based mechanisms). Their advantage is in that they can be used in all envi-
ronments and even in the cloud-based environment they are competitive. For the use in clouds,
good results were demonstrated by the RankSign algorithm, which is based on the application of
mathematical codes. Other algorithms have close estimates and it is recommended to choose an al-
gorithm depending on the structure of the appropriate cloud (in case the state of optimization and
research into protection of these algorithms will not change).

As far as the encryption algorithms are concerned, then in the case the NTRU vulnerability
[13,14] is confirmed, the choice will be limited by the mechanisms that employ isogenies.

7 Conclusions

1. In view of the specific requirements to the post-quantum crypto transformations, it is expe-
diently to use two classes of criteria: conditional and unconditional. Conditional criteria are the cri-
teria whose fulfilment for the examined crypto transformations is compulsory, that is, uncondi-
tioned. Conditional criteria are the criteria whose fulfilment for the examined crypto transfor-
mations must be carried out only under specified conditions. In a comparative analysis, for the pur-
pose of conducting targeted evaluation, it is necessary to apply precise numerical values for the at-
tributes of characteristic candidates in the post-quantum cryptographic transformations, as well as
the defined scale of evaluation. To conduct evaluation of post-quantum algorithms relative to the
environment, it is necessary to conduct expert assessment of weighting coefficients of attributes, or
their standardization.

2. Results of comparative analysis revealed that in some cases it is possible to employ crypto
transformations whose resistance is based on the transformations in the rings of abridged polynomi-
als and lattice-based. The disadvantage of these algorithms (BLISS and NTRU) is in that, according
to the latest research, these algorithms have a reduced complexity regarding the quantum attack
"meeting in the middle™, but this complexity is satisfactory for minimal requirements. The afore-
mentioned allows us to conclude that the crypto transformations whose resistance is based on the
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transformations in the rings of abridged polynomials, and lattice-based, can be applied in the transi-
tion and the initial post-quantum periods. In the future, it is necessary to continue studies and search
for or improve those adopted. Probably, an important alternative is the use of algorithms based on
the hash trees of ES and algorithms with the use of isogenies of elliptic curves for encryption. When
using the post-quantum crypto transformations in a cloud-based environment, it is possible to apply
several candidates that have close evaluation results, which requires further research and substantia-
tion of the choice depending on the type and use of cloud environment by the clients.

3. Depending on the application, the system of criteria may and be refined or changed, for ex-
ample depending on the environment. Among the selected post-quantum cryptographic mecha-
nisms, all the requirements are satisfied only by the lattice-based algorithms, as well as signature
based on hash functions and the encryption using isogenies. Other algorithms meet only the re-
quirements of cloud-based environment.
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JlociizkeHHA MOKJINBOCTI BUKOPHCTAHHSA TA NePeBar NOCTKBAHTOBUX AJITOPHTMIB 32JI€2KHO BiJl YMOB 3aCTOCYBAHHS.

AHoTanisi. BctanosineHa HeoOXITHICTh IPOBENICHHS MOPIBHJIBHOTO aHAJIi3y Ta OLIHKH MO>JIMBOCTI BUKOPHCTAHHS aCHMETPHIHUX
MOCTKBAaHTOBUX KpHITOrpadiuHux MexaHi3miB. sl MOpiBHAHHS 0OpaHO METOAMKY OL[IHIOBAHHS HAa OCHOBI IHTErPalbHHUX OIL[IHOK
0e3yMOBHHX 1 YMOBHUX KPHUTEPIiiB. AHAaJI3 IPOBEICHO Cepell alTOPUTMIB, 110 3aJ0BOJIFHUIIM 3arajbHi 0e3yMOBHi Kputepii. B sikocTi
YMOBHHX KpHUTEpiiB 00paHO YMCENbHI XapaKTEPUCTHKU aaropuTMiB. Kpim Toro, BuCyBamucs N0JaTKoBi 0€3yMOBHI KpHTepii, IO
BIJPI3HSINCS 3AJICKHO BiJl YMOB 3aCTOCYBaHHA. AKTYaJbHICTh IOCTIKEHb TIOB’s3aHa 3 IPOTHO30M IOSIBU KBAaHTOBOI'O KOMIT IOTEPA.
A B ICHYIOYHX JOCHIIKSHHSIX BXKE JOBEICHO, L0 MOTOYHI KpUNTOrpadiuHi aJropuTMH MalOTh BPa3IUBOCTI 1O METO/iB KBAHTOBOTO
KpunroaHaiizy. ToMy Bixke 3apa3 JiJUPYIOdi IHCTUTYTH CTaHAAPTH3ALIl KPUITOAITOPUTMIB ITPOBOIATE JOCIIKEHHS Ta MTOPIBHSHHS
JUTst BUOOPY ITOCTKBAHTOBOTO CTaHAapTy Kpunrorpadii. ¥ pesynbrari KocmimKeHb OyJI0 BCTAHOBJIEHO BIJCYTHICTh YHiBEPCAJIHHOTO
MIOCTKBAaHTOBOTO KPUNTOTPaiqHOTO AITOPUTMY. 3allpONOHOBAHO BiIOKPEMHTH TP BapiaHTH BHKOPUCTAHHS ITOCTKBAaHTOBUX ajro-
PHUTMIB: JUIS JIETKOI KpunTorpadii, BAKOPHCTaHHS CTaHAAPTHUMH aBTOMaTH30BAaHUMH CHCTEMaMH 1 BUKOPHUCTaHHS B XMAapHOMY ce-
penoBumi. [ KOKHHX YMOB 3aCTOCYBaHHsS IMPOBEICHO OKpeME OLIHIOBaHHS IepeBar KpUNTOrpadiuHUX anropuTMiB. BuspieHi
HEIOJIKH JIiANpY4Yoro kanauaara. Hamani pekoMeHaarii BAKOPUCTOBYBATH 1ii AITOPUTMH B SKOCTI OCHOBHOTO Ha Yac MEPeXigHOTro
nepiony. A, SKIIO MiA03pa MiATBEPIUTHCS, 3alIPOIIOHOBAHO albTepHATUBH. Pe3ynpTatu JOCHIIKEHD A03BOJSIOTH 3pO3YMITH MOTOY-
HUH CTaH PO3BUTKY NOCTKBAHTOBUX KPUNTOAITOPUTMIB 1 CIIPOTHO3YBaTH MOXIIMBHHI iX MOJANBIINHA PO3BUTOK. [IpakTudHe 3HAYECHHS
JIOCITIKEHHS TTOJIsIra€ B OTPUMAaHHI OI[IHKY ITOCTKBAaHTOBHX aJITOPUTMIB B 3aJISKHOCTI BiJl YMOB 3aCTOCYBaHHSI.

KunrouoBi ciroBa: mocTkBaHTOBI KpHITOTrpadiuHi alrOpUTMH, HOPIBHAIBHA OIIHKA KPHIITOAJITOPUTMIB, KPUTEpii IOPIBHSIHHS KPHII-
TOAITOPUTMIB.
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NpUMeHeHHsl.

AHHoTamusi. bputa ycTaHOBIIEHa HEOOXOANMOCTh NMPOBENCHHS CPAaBHUTEIBHOTO aHAIM3a M OLEHKH BO3MOXKHOCTH HCIIOJIb30BaHUS
ACHMMETPHYECKUX MMOCTKBAHTOBHX KpUNTorpaduueckux MexaHu3MoB. [ cpaBHEHMs BBIOPaHO METOJIVMKY OLIEHWBAHUsS Ha OCHOBE
HHTETPABHBIX OIIEHOK 0E3yCIIOBHBIX U YCIOBHBIX KPUTEPUEB. AHAIU3 MPOBOAMICS CPEIH AITOPHTMOB, KOTOPHIE yJOBICTBOPHIN
o01ye 6e3ycoBHBIE KPUTEPHH. B kauecTBe yCIOBHBIX KPUTEPUEB BEIOPAHO YHMCIICHHBIE XapaKTePUCTHKU anroputMoB. Kpome Toro,
BBIZIBUTAIINCH JIOMOTHUTENbHBIE 0€3yCIOBHBIE KPUTEPHH, KOTOPBIE OTIMIATNCH B 3aBUCHMOCTH OT YCJIOBHI MCIIONB30BAHUA. AKTY-
aIPHOCTh JAaHHBIX MCCIIEIOBAHMH CBA3aHA 3 MPOTHO30M IIOSIBIEHHS KBAHTOBOTO KOMIIBIOTEPA. A B CYIIECTBYIOIIUX HCCIETOBAHHIX
yKe J0Ka3aHo, 94TO TeKyIIHe KPUNTOrpauiecKrue alrOpUTMbl IMEIOT YSI3BUMOCTH K METOJaM KBaHTOBOTO KpHIToaHanm3a. [losro-
My yKe cefdac JIUANPYIOIHEe HHCTUTYTHI CTAHAAPTH3AINH KPUIITOAITOPHTMOB POBOJAT UCCIECAOBAHMS W CPABHEHUS AJIS1 BEIOOpa
MOCTKBAHTOBOTO CTaHxapTa kpunrorpadpuu. B pesynprare uccnenoBaHuii ObUIO YCTAaHOBJIEHO OTCYTCTBHE YHHBEPCAIBHOTO
MOCTKBAaHTOBOTO KpHUNTOrpaduyeckoro anropurMa. [IpemnoskeHo BBIIEIUTh TPH BapHaHTa MCIIOIb30BAHHS ITOCTKBAHTOBBIX aJro-
PHUTMOB: JUISl JIETKOW KpHOTOrpaduu, UCIOIb30BAaHNE CTaHAAPTHBIMH aBTOMAaTH3MPOBAHHBIMU CHCTEMaMH U HMCIOJIB30BaHHE B 00-
nayHo cpene. s KaXIbIX YCJIOBHIl MPUMEHEHUs NMPOBEJCHO OTAEIBHOE OLIEHWBAHUE NMPEUMYLIECTB KPHITOTPAQHUISCKHX ajro-
PUTMOB. BEISIBIEHBI HEOCTATKH JIUAMPYIOMIET0 KaHAWAATA. JlaHBI PEKOMEHIAIMN HCHOJIB30BaTh 3TU alTOPUTMEI B KaU€CTBE OC-
HOBHOTO Ha BpeMs MEPEXOIHOTO Meproaa. A, €ClIy yrpo3a MOATBEPANTCS, PEITI0KEHb aTbTepPHATHBEL. Pe3ybTaTsl HCcIe0BaHUiT
JTAfOT TIOHATH TEKYI[ee COCTOSHHE Pa3BHTHS MOCTKBAHTOBBIX KPHNTOAITOPUTMOB M CHPOTHO3HPOBATH BO3MOXKHOE HMX AalbHEHIIee
paszButHe. [IpakTHyeckoe 3HaUSHHE NCCIENO0BAHMS 3aKII0YASTCs] B ONyIEHHH OLCHKU IOCTKBAHTOBBIX aITOPUTMOB B 3aBUCHMOCTH
OT yCJIOBHH PUMEHEHHUSI.

KitioueBble ¢JI0Ba: OCTKBAHTOBBIE KPUNTOrpaduuecKkre aJropuTMbl, CPaBHUTEIbHAS OL[CHKA KPUITOAITOPUTMOB, KPUTEPUH CPAB-
HEHUS KPUITOAJITOPUTMOB.
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Annomayusn. Ilpeocmasnenvl pe3yibmamsl MOOEAUPOBAHUS NPOYECCA CHCAMUA NOLYMOHOBLIX U30OPANCEHUT NO-
cpeocmeom MoOUGUYUPOBAHHOL 30HATBHOU CelleKyuu Kodpguyuenmos npeobpaszosanus. [ns obpabomxu mpauc-
@opmanm npumenenvl d8a cnocoba pynnuposku koddguyuenmos. Peanuzosano nociedosamenvHoe YKpynHeHue
CPHOPMUPOBAHHBIX 30H U NOIMANHOE YMEHbULEHUE KOIUYECTNBA COXPAHAEMbIX KOIp@uyuenmos. Boinonnen ananus
3A8UCUMOCTNU UCKAdCEHUT Om eapuanma obpabomku mpancgopmanm. Paccmompennvie npoyedypvl Aeisomecs
nepebIM IMANOM MANOPECYPCHO0 CIME2AHOAN20PUMMA.

Knruessie cnosa: suoeodarnmvle, KOOUposarnue ¢ npeobpazo8anuem, 30HaAIbHOE KOOUPOSAHUE, CMe2aH0Paghus.

1 BeBeagenue

3amada cokpamieHusi oobemMa UpPOBOro ONMMCAHHS BUICOAAHHBIX MPH UX INepeaade, XpaHSeHUN
Y HUCIIOJIb30BaHUU PA3IMUYHBIX CTEraHOrpauyecKUX METOJHK, CONPOBOXKIAET BCE ATAIbI PA3BUTHS
cucteM 00pabOTKHU W Tepeaadyd UHPOPMALMKM Ha MPOTSKEHUU Bcel ux spofouuu. [Ipu stom mo-
JaBiisioliee 00JIbIIMHCTBO CYHIECTBYIOIUX (POPMATOB KOMITAKTHOTO MPECTABICHUS BUCOJAaHHBIX
0a3upyeTrcsi Ha HCIOJB30BAaHUM BHYTPUKAIPOBOTO M MEXKKAJIPOBOTO METOAOB KOJIUPOBAHHS C
npeoOpaszoBanueM [1-3]. KogupoBanue ¢ npeobpazoBaHHeM OTHOCHUTCS K IPYIIEe METOIOB CXKATUS
C YaCTMYHOM MOTepel KauecTBa BOCCTAaHABIMBAEMbIX H300pakeHUI. OIHAKO MpUMEHsEMbIE B HUX
Croco0bl 0TOOPA (CeNeKIMN) 3HAYUMBIX KO3 PUIIMEHTOB NMpeoOdpa3oBaHKs BO MHOTHX CIIydyasX He
oOecrieunBarOT TpeOyemMol  JEeTalbHOCTH  BOCCTAHABIMBAaeMBIX u300pakenuit. Hawubonee
XapaKTepHO ITO MPOSIBISETCS MPU BHYTPUKAIPOBOIl 00pabOTKe MOJTYTOHOBHIX M300pakeHuit (256
rpajamuii ceporo), 4ro OOyCIOBICHO OOJNbIIEH YYBCTBUTEIBHOCTHIO 3PUTEIBHOW CHUCTEMBI
YeJI0BEeKa K M3MEHEHHIM I'paJaluil ipKOCTH, HeXKenu rpajanuil nusera [1,3]. 91o ob6cTosTenscTBO, B
OTIPEICIIEHHON CTETIeHH, 3aTPyIHSET 3a/ady WHKAICYISALUU CTETAaHOKOHTEHTa B M300pa)KeHHE -
creraHokoHTeliHep [4]. [loaToMy yMeHbIIEHHE BEIMYMHBI HCKaKEHUH BOCCTaHABIMBAEMBIX
(leKOIMpYyeMBIX) TIOJIYTOHOBBIX HM300paXCHWH TPH COXPAaHEHWHM BBICOKOW CTENEHH CHKATHS
MCXO/JHOTO MacCHBa JaHHBIX SBISAETCS aKTyaJlbHOM 3ajadeil M oOecreunBaeT OJlaronpusTHbIE
YCIIOBHSI JUTSL YCTIEITHOTO BCTPAWBAaHUS CTETAaHOKOHTEHTA.

AHanmu3 pa3IUYHBIX HMCTOYHMKOB, KacaOLIMXCS paccMaTpUBaeMOW TEMaTHKH, MOKas3al, 4TO
3a/aua ceneknun ko3P UIMeHToB mpeoOpa3oBaHmsl Yallle BCETO PEIIaeTCsl MyTeM HCIOJIb30BaHUS
30HAJBHOTO M TOPOTrOBOro MeTojoB. Kakaplii W3 HHMX HMEeT CBOM MOJOXHUTEIbHBIE U
orpuuarenbuele croponsl [1,3,5,6]. Tak, 30HaNBHBIA METOJ XapakTepusyercs: — OoJbliel
YCTOMYMBOCTBIO CKATOTO MAacCHBa JNAHHBIX K BO3JCHCTBHIO IOMEX W OMIMOOK, BO3HUKAIONINX B
KaHaJax CBS3U MPH UX Mepelaul; — OTHOCUTENILHON MPOCTOTOM peann3aluu Kojepa u JeKoepa; -
MOCTOSTHHOM CKOPOCTBIO TMOTOKA JAaHHBIX Ha BBEIXoNe Koxaepa. [lodTomy HaHHBIM MeTon dYarie
INpUMEHSeTCA B cUcTeMaX, (PYyHKIIMOHUPYIOIUX B MaciITabe BpeMeHH, OJM3KOM K pealbHOMY, MU
cucteMax (yCTpOHCTBaxX) OpUEHTUPYIOLINXCSA HAa MaJIOPECYPCHYIO 00pabOTKY JAAaHHBIX (paziuumsie
MobUbHBLIE naamgopmol).

B omimume oT HEro MOPOTOBBIH METOJ 00ECTIEYMBAET YIYYIICHHOE Ka4eCTBO BOCCTAHOBIICHUS
UCXOJHBIX AaHHBIX. OJHAKO MpH €ro peajau3aluu 0coboe BHUMAHUE CleAyeT oOpaTuTh Ha
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TOYHOCTh TO3UIMOHUPOBAHUS (agpecanuy) 3HAYUMBIX KO3(PPUIMEHTOB mpeoOpazoBaHMs,
BCJIE/ICTBUE YEro HECKOJIbKO BO3PACTaeT CIOKHOCTh alIropuTMa OOpabOTKH U YBEIMYMBAETCS
00beM LM(POBOrO ONMUCAHUS CKATOTO MACCHMBA BUACOAAHHBIX. Kpome TOro, ISl MOAAEpKaHHS
MIOCTOSIHHOM CKOPOCTH Mepelauyu JaHHBIX KEJIaTeNbHO HCIOob3oBaHue Oydepa. Takum obpazom,
MOPOTOBBI METOJ pealn3yeT aJanTHBHBIA K JIOKAIBHONH CTaTHCTUKE 00padaThiBaeMbIX
H300pakeHU OTOOp 3HAYMMBIX KOA(D(PHUIIMEHTOB MpeoOpa3oBaHUsA, OJHAKO TMPOSBIIACT
MOBBIIICHHYIO YyBCTBUTEILHOCTH K OITMOKAM aJipecaliii COXpaHsIeMbIX KOMIIOHEHT TpaHc(hopMaHT
Y HECKOJIBKO CJIOKHEE B CBOEH peann3aruu [3].

Anamu3 TpoQUIBHOW TEMaTHKH W TPOBEICHHOE OSKCIEPUMEHTAIbHOE MOCIHPOBAHUE
MO3BOJISIIOT YTBEPXKAaTh, YTO BO MHOTUX ciy4asxX (uaeHTU(UKALUg OOBEKTOB IUHAMHYECKHUX
M300paKeHU B PEXUME «CTON KaJp» WIM CIOXKHAs CTPYKTypa IepeaaBaeMoil CIEHBI U [Ip.)
30HAIbHBIA METOJ] HE OOECHEeYMBaET JOCTATOYHON TOYHOCTH BOCCTAHOBJICHHBIX PEHNPOIAYKIHMH U
OTPaHUYMBACT BO3MOXXHOCTH MO BCTPAMBAHUIO CTETAHOKOHTEHTa B H300pa)KeHHUE-KOHTEHHED
00paboTaHHBIA TPaTUIIMOHHBIM 00pazoM. C y4eToM OypHOro pa3BUTHS MOOWIBHBIX IIATHOPM U
[IUPOKUM PACIPOCTPAHECHUEM TPUIIOKEHUN JUIS HHUX MPEACTaBISET NPAKTHUYECKUNW HHTEpeC
CO3/IaHHE€ JIETKOBECHOTO airoputMa oOpaboTKH, 00eCledHMBArOMIero YIy4IICHHbIE HCXOIHbBIE
YCIIOBHS /IS TTOCTIEAYIOIIEH WHKAICYIISIIIMYA CTEraHOKOHTEHTa B 00pab0TaHHOE COOTBETCTBYIOLIHM
o0pa3zoM n300pakeHUE-KOHTCHHED.

Llenplo  cTaThu  SBISETCS  NPEACTABICHHWE  PE3yJIbTATOB  MOJICIMPOBAHUS  IMPOIECCOB
MOAU(PUIIMPOBAHHON 30HATBHONW O0O0pPabOTKM TpaHCPOPMAHT MOJYTOHOBBIX H300paKEHUN CO
CIIO)KHOW CTPYKTYpOW NpH TPOBEICHHH BHYTPHUKAIPOBOTO KOAWPOBAHHS C IMPEOOpa3OBAHHEM.
JlanHyI0 TpoLEeAypy CleoyeT paccMaTpuBaThb KaK YCJIOBHE Ui MOCIEAYIOUEH YCHEeIIHON
peanu3ali  JISTKOBECHOTO  ajropuTMa  creranorpaduueckoir  o06paboTku  M300pakeHHH
(OpUEHMUPOBAHHO20 HA UCNONIL308AHUE 6 PAMKAX pPA3IUYHBIX MOOUNbHLIX naamgopm). Takum
0o0pa3oM, OCHOBHYIO II€Jb HPOBEACHHBIX OJKCIEPUMEHTOB MOXHO C(HOpMYyIHpOBaTh, Kak
MUHUMU3ALMSA BEIMYMHBl UCKAXEHHH BOCCTAHABIMBAEMBIX BUACOJAHHBIX MPHU HCIOIb30BAHUU
OTHOCHUTEIILHO IPOCTHIX MPOTPAMMHO-ANMNAPATHRIX PEHNICHHA W COXPAHCHHWH BBICOKHX CTETICHEH
KOMIIPECCHH.

2 OCHOBHAHA YACTh

Mopensb cenekiiuu Kod3hPUIIMEHTOB MpeoOpa3oBaHus MPU peai3allii 30HAIBHOTO KOJIUPOBa-
HUS 3aKitouaeTcs B cienyromeM. Ecnu depe3 I; 0003HaunTh agpeca nepenaBaeMbix KodphUIueH-

TOB TpaHchopmaHT (yyv)
1 ={(uv);

TO MOXHO ONPeAeNnuTh QYHKIINIO 30HAIbHOTO MackupoBaHus (Zonal)

>1}, 1)

Yuyv

1 coeu,Vv e l;

)

m(u,v)=
0, enpomusrnomeapuanme,
KOTOpas paBHa | B 30HE COCPEOTOUCHUST HAMOOIBIINX 3HAYCHUH Yy . TaKuM 00pa3om, peaausyer-
Csl 30HaJIbHAs CeIeKIHs K0d(PPUIIUEHTOB MPeoOpa3OBaHMS.

B xoxe monenupoBaHUsS HCCIEIOBAIACh BO3MOXKHOCTh yIyYIIEHHsS] KadyecTBa BOCCTaHABIIMBAaE-
MBIX penpoAyKIMH myTeM (popmupoBaHHUS B 001acTU TpaHCHOPMAHT, HE OXBAYEHHBIX (DYyHKIMEH
30HATBHOTO MacKUpPOBaHU (2), JOMOTHUTENBHBIX 30H (obnacteit cenekuuu - OC) ¢ 3a1aHHON KOH-
¢urypanueii [6].

B pamkax mMomenupoBaHUsS PacCCMOTPEHHI JIBa criocoba GopmupoBaHus o0acTell CeneKkinu Ko-
s purmentor Tpanchopmant (Puc.1). B ornudme ot u3BecTHOro MeTona «rupaMuabl Jlammaca» B
JAHHOM Ciy4ae 00ecleuynBaeTCsl MPOMOPIIMOHATBLHOE MPUCYTCTBUE B KaXKIOW M3 (HOPMUPYEMBIX
30H KOHTYPOB JieTajiell M300pakeHHs, UMEIOINX BEPTUKAIBHYIO W TOPU3OHTAIBHYIO MPOTSHKEH-
HOCTb, a TaKXKe MOCTENIEHHOE MOBBIIICHHE MPOCTPAHCTBEHHBIX YaCTOT CIIEKTpa B KaXI0W U3 30H. B
oboux ciaydasx Bce koddduimentsl, hopmupyronme odbmacts Zonal (Puc.1), okpyrisumcs 10 11e-

68



ISSN 2519-2310 CS&CS, Issue 3(7) 2017

JBIX ¥ COXPAHSIIUCHh C COOTBETCTBYIOIIMMH UM 3HaKamu. Jlanee, 11t KaX10i U3 ocTaBIuxcs obia-
CTEeH COXpaHAJIOCh CpelHee 3HAaUCHHEe aMILIUTYJ COCTaBIsAoMuUX ee Koadunuentos. [Ipu gexonu-
POBaHUM, 3TH 3HAYCHHUS UCIIONIB3YIOTCS I BOCCTaHOBIICHUS TpaHC(HOPMaHT.

CrnenyeT OTMETHUTb, YTO AMIUTUTYIHBIA CIEKTP COAEPKUT MH(GOPMALIMIO O PE3KOCTH M300pake-
HUS, @ UHQOPMAIHSI O HATMYUU U TIOJIOKEHUU CBETOBOM IPAHUIIBI 3aKIIFOYCHA B €r0 ()a30BOM CIIEK-
tpe [1,3]. Eciim uckaxkenus ¢azoBoro cnekrpa OyAayT HEBEIUKH, T.€. HE BBI3OBYT HCUYEC3HOBEHUS
WM TIOSIBJICHUSI HOBBIX CBETOBBIX I'PAHUI], TO M300pakeHue Oyaer y3HaBaeMbIM. K TakuMm uCKaxe-
HUSM OTHOCSITCSL Tpoueaypbl auddepeHuupoBanus (noduepKueanue 2panuy) U WHTETPUPOBAHUS
(pacghoxycuposxa) [3]. Ecnu ke B pe3ynbTaTe Kakoro-mmdo mpeoOpa3zoBaHus CYIIECTBEHHO MCKa-
xaeTcs (Pa3oBbI CHEKTP M300paKEHUSI, TO MOXKET MPOU3OUTH IMOJIHASL MOTEPSI €r0 y3HABAEMOCTH.
[Tpumep 3TOTO Cityyas - Bo3aeicTBre QIIyKTYaIllMOHHOTO IIyMa OOJIBIION MOITHOCTH, YTO BICUET 3a
co00if MOHOE «pa3MbIBAaHUE) CBETOBBIX I'paHull. OUeBUIHO, YTO MPH Nepeadye BUICOJaHHBIX OCO-
00e¢ BHHUMaHHUE CIIEAYET YAEIUTh TOYHOCTH Nepenadn (asoBoro crmekrpa. [loaromy npu mposexe-
HUU DKCIEPUMEHTOB BCsl MHGOpMaIus 0 (a3zoBbIX COCTABISIONIMX COXpaHsIach myTeM (HopMHUpPO-
BaHMS OTJEIBLHOTO MacCHUBa MaTpuIl 3HakoB (M3).

YMmensbiienne o0bemMa HU(POBOro OMUCAHUS TPAHCHOPMAHT PEATM30BAHO MYTEM COKpAIllCHUs
o0beMa U(PPOBOTO OMMCAHUS AMIUTUTYIHBIX cOCTaBIstomnX. OH 3aKIII0YaeTCsl B IIO3TAITHOM OTpa-
HUYCHHH KOJIMYECTBA COXPAHSIEMbIX 3HAYCHHM, XapaKTepU3YIOLUIUX CPEIHIOI aMILUTUTYy KO3 u-
IIMCHTOB B K&KIOW W3 30H, U peanusyercs 3a cueT oOvenuHeHus coceanux OC kodpummueHToB
tpancdopmant (puc.l). [Ipu 3TOM B X0J1¢ MOJETMPOBAHKS UCIIOIB30BAICA MEXAHU3M «BBICOKOYA-
crotaoro» (BU) o0bennHeHne cMexHBIX 30H [6]. B cooTBeTCTBUU ¢ HUM mporecc 00beIUHEHUSI
30H MHHUIMHUPYETCS B 00JAcCTH TPYNIHPOBKU TAPMOHHMK BBICIIUX MOPAIKOB U MPOBOAUTCS B
HaNpaBJICHUU 00JAaCTH TPAaHCPOPMAHT, OXBAUCHHBIX (PYHKIIMEH 30HAITBHOTO MAacKHpoBaHUs (2), K
M3MEHEHHUIO COCTaBa U BEIMUYMHBI KOTOPHIX HauOOJIee YyBCTBUTEIbHA 3PUTEIbHAS CUCTEMA YeIOBe-
ka [1,3]. Ucxoanoii (6a3oBoii) Tpanchopmantort Fn(U;V) npu npoBeneHr# 3KCIIEPUMEHTOB SIBJISI-
Jace Martpuia pazmepom 8x8 snemeHToB. B o0mieMm ciywae, mpu BeIOOpe pazmepa cyOOI0KOB
M300paXeHHUI CIIeAyeT PYKOBOJICTBOBATHCS COOOpaKEHUSIMHU obecrieueHus OajaHca MEXIy Tpe-
OyeMoii CTETIEeHbIO CKATHS, BBIYUCIUTEIBHON CI0XKHOCTBIO M TEKYIIUM YPOBHEM 3apsijia Oarapen
rajpkera. [Ipu atom i 6a3oBoit marpuiibl (F7(U;V)) BO3MOXKHO POBEICHUE IIECTH MIATOB (Tmax)
1o 00beIMHEHNIO CMEXKHBIX 30H. [Ipu t = 5 00a cnocoba ¢popMupyroT TpaHcHOpMaHTy C OJUHA-
koBoi koHpuryparmeit 30d (F2(U;V)). Ha 6-m mare ¢popmupyercst matpuiia Fi(U;V), anano-
ruyHas Zonal (Puc.l). IIpu stom uem Gosbimie OC chopmupoBano B 0a30Boi TpaHchOpMaHTE,
TEM BBIIIE KAYeCTBO BOCCTAHABIMBAEMOI'0 U300paKEeHHUS.

B nomonHeHne K y)ke BBEIEHHBIM 0003HAYCHHSIM, OTHCHIBAIONINM COCTOSIHUE TpaHC(OpPMaHT,
HeoOX0auMO BBecTH cieayroinee cokpamierune: KFy(U;V) crienyer monumars, Kak: - TpaHcgop-
MaHTa, chopmupoBanHas k-m cmocobom; - conepxarniast N ob6nacTeil ceneKIuu.

IIpu BOCCTaHOBIEHMM HCXOJHOW HMH(pOpPMAIMM MPOBEIEHHE pacueToB 0a30BbIX MaTpHUIl He
TpeOyeTcs, a BOCCTAaHOBJICHHE TPAaHC(HOPMAHT OCYIIECTBISIETCS B COOTBETCTBHH C MH(POpPMAIHEH,
3aMMCcaHHOM B MapKepe JeKOAUPYeMoro Kajapa nzobpaxenus. OueBUIHO, YTO Mpollecc nepexoaa
OT OJHOTO BapHaHTa K JPYroMy B 0OpaTHOM TOPSIKE HE BO3MOXKEH, T.K. Ha Ka)XJIOM IIIare aJro-
puTMa (T) IPOUCXOAUT MOTEPs YacTH MHGPOPMAINH, COJeprKallelics B HCXOIHOM 6a30BOM TpaHC-
dopmanTe. IIpu sTom cpennekBanparuyHas omubka (CKO) anmpoxcumanuu MaTpuilbl H300pa-
KeHus X* (¢ KOMIOHEHTAaMH Xjj), BOCCTAHOBJIIEHHOMN MTOCPEICTBOM IIPOBEACHUS MOAU(DUIIMPOBAH-
HOM 30HAJIBHOM ceNeKnu K03 GHUIIMEHTOB TpaHC(POPMAHT MO OTHOLIECHUIO K MCXOIHON MaTpHIle

X, ornpezensercs Kak
2

2 n n n n N
}: E Z Z aijuvyuv - Z 2 a'ijuVyu\/ =
u=1lv=1 u=1lv=1
2

=E izn:(yuv - y:v)>< znlzn: aijuv =

u=lv=1 u=1lv=1

g§=E{HX—x*
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TAe jjuy - KOMIIOHCHTBI YHUTAPHOI MATPHLIBI, ONPEACIACMBIC BUIOM OPTOrOHAIBHOrO Mpeobpa-
30BaHHS; - Y yy — KO3 UIUEHTBI, BOCCTAaHOBICHHBIC OJTHUM U3 PACCMAaTPUBACMBIX CIIOCOOOB;

- Yuv - KO3O)PUIMEHTHI UCXOAHOW TpaHC(HOPMAHTHI, ONpE/eIsIeMble B pe3yibTaTe MPOBEICHUS
IpsIMOTO TPeoOpa3OBaHuUs
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- I |

] 1F:(U;V)

m 20C T=5 30C T=4 7

[ [ 1 [ [ 11 [ [ [ T[]
T=4 T=5 -
| 2F:(U;V) — 2F2U;W)
- 2F(U;V) — 30C - ) oc
Fu(U;V)
1=3
[ ]
1=2 =1
% < 2F:(U;V)
_{\—I
2Fs(U;V) ] 2F(U-V) HANN
NN
P N

‘ Base Zone ‘

Puc.1 - Tlopsimox 0O6beTMHEHNS] CMEKHBIX 30H JIJISI MATPHUIIHI 8X8 HIIEMEHTOB

2
JlarHOE TIpeoOpa3zoBaHue JAaeT HAOOP M3 N KOMIIOHEHT, KaXK/1ask U3 KOTOPBIX MPEICTaBISET CO-
0ol TUHEHHYI0 KOMOWHAIIHMIO 3JIEMEHTOB MCXOJIHOTO M300pakeHus - X. AHAJIOTUYHO ITOMY 00-
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paTHOe mpeoOpa3oBaHUE OMPENEIsIeT KaK/bIM 3JIEMEHT U300pakeHHsl, KaK JIMHEWHYI0 KOMOWHA-

oUW BCEX KOMIIOHEHTOB
n

n .
i = 2, Yo Yoy #1750 ©)

u=1lv=
AYyy - OIIpeAeIIsieTCsl U3 CUCTEMBI:

Ay,, = IyW —LVUVJ|, onsy,, € Zonal,;

Q'i QW

2.2 Y

A — _ | u=l v=1 ,
yUV yUV ZQU _1

onsy,, ¢ Zonal, ©

rae: | | - momyns Bemmummsy; | | - okpyrienne pesynbrarta B cTOPOHY yMEHBIICHHS; 1) - TIOPSIAKO-
BBl HOMEp c(POPMUPOBAHHOW 30HBI B KaXKJ0oW u3 TpanchopmaHT. X MakcuMaabHOE YHUCIIO
onpenensiercs Kak

Umaxzn—(l+2'), r:m (7)

Q,, - KOJIMYECTBO CHEKTPAIbHBIX KOMIIOHEHT B M-0ii 30He TpanchopmanTsl Fn(U; V). Ipruem

77201 Trmin _l, (8)

/1€ Tmin — OCTaBILIEECs YUCIIO IArOB aJITOPUTMA MO OOBEAUHEHUIO CMEXKHBIX 30H.
Tak nis TpaHchOpMaHTHI 8§ X8 IIEMEHTOB B 3aBUCHMOCTH OT MCIOJIb3yeMOro crnocoba o0beau-

HEHUS CMEXXHBIX 30H, KOJTMYECTBO CIEKTPATIbHBIX KOMIOHEHT (£2;) B KaXXJOi U3 30H OIpeelsieT-
Cs M3 JaHHBIX Ta0i. 1

Tabnuna 1 - KonmuyecTBO KOMIOHEHT B 30HaX JJI1 MAaTPUILIBI 8x8

1 cu6. 1F;(U;V) 1Fs(U;V) 1F5(U;V) 1F4(U;V) 1F5(U;V) 1F,(U;V)
n=0 2n-13+2n 4n-24 6n-33 8n-40 10n-45 12n-48
n>0 2n-13+2n | 21-2n+2n | 23-2n+2n | 25-2n+2n | 27-2n+2n =

2 cnd. 2F;(U;V) | 2F4(U;V) 2F5(U;V) | 2F4(U;V) 2F3(U;V) | 2F,(U;V)
n=0 2n-3-2n 4n-8 6n-15 8n-24 10n-35 12n-48
n>0 2n-3-2n 2n-5-2n 2n-7-2n 2n-9-2n 2n-11-2n =

B xozie MonienupoBaHusi CTENEHb OTINYHS BOCCTAHOBICHHBIX H300paKEHUI OT UX OpUTHHAJIA
olieHuBanach 1o AByM nokaszaresnsim: - CKO (3); - koapdunuuenty pasnunsl — K. Koapounnent
Pa3HUIIBI CBS3BIBACT B3ATHIC IO MOAYJIIO 3HAYCHUS PA3HOCTEH SPKOCTH AJIEMEHTOB UCXOIHOTO H
BOCCTAHOBJICHHOTO 610K0B H300paxennus (| Axjj|) ¢ ux xommuecrTBom:

A =max n
_ A
K= 2 , (9)
Axij =5 AXiJ-
IrZIe Np — 00IIee KOJMYECTBO AIEMEHTOB BOCCTAHOBICHHOTO 0JI0Ka H300pakeHUs!, OTIINYAFOIINX CS
OT MX OpHUTHHAJNA HA BEIIUYUHY |Axij| (i u ] — koopounamel nukcensi 6 610Kke U306paéceHUsL).
[Tpuyem, orieHKa MpOBEICHA TOIBKO JUIS BU3YAIbHO (PMKCHPYEMBIX H3MEHEHUI SIPKOCTH, T.€. JJIs
ciaydas, Korjaa |Axij| > 5.

Ha puc. 2 npencraBiieHsl 3aBUCUMOCTH, MOJIYYEHHBIE 10 PE3yJIbTaTaM IPOBEAEHHBIX IKCIIEPH-
MEHTOB.
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Ko Kr _J—0—1 cnb. —e—2cnb. ‘
23 ,_‘—0—1 crno. —e—2cnb. 1 0,31 ~

225 \\. 0,26 / /
22 74 / \'>t 021 / /
215 0,16 4

| V/ R A |
2,11
7 F

0,11
6 F5 F4 F3 F2 F7 F6 F5 F4 F3 P2
KonnuecTB o 30H KonnuecTB o 30H

Puc. 2 — zmenenue Bennuanasl CKO u K, B 3aBucuMocTu ot pesxkuma oopadbotku OC

3 BriBoanl

1. B pe3ynbrare aHanu3a MOJIYyYEHHBIX B X0/1€ MOJIEIUPOBAHMS 3aBUCUMOCTEN MOXKHO YTBEp-
&KIaTh, 4TO Xapakrepuctuka K, mo cpaBHenuto ¢ CKO, HocuT Gonee CTaTUYHBIA XapakTep, Tak
Kak mokasarens K, o0janaeT MEeHbIIEH YyBCTBUTEIBHOCTBHIO K KOJUYECTBY M BEIMYMHE HCKAXKe-
HUW C MaJol aMITUTYyI0H. DTO OOyCIIOBIEHO TEM, UYTO NMPU HM3MEHEHUU MapaMeTpoB HACTPOEK
alIropuT™Ma KOAMPOBAHUSA, YBEIUUYEHUE OIMIMOOK ¢ MaJON aMIUIMTYI0H MPOUCXOAUT ropa3fao UH-
TEHCUBHEE, 4eM s |AXij > 5. Opnaxko, conocrasnenue 3apucumocteir CKO u K, roBopur o6
OJIMHAKOBOM XapaKTepe WX M3MEHEHHS, YTO MOJTBEPKAAeT MPaBOMEPHOCTh UCIOJIb30BAHUS I10-
kazarenst K, st OlleHKH BU3yaJIbHO (PUKCHUPYEMOW COCTaBIISIIOIIEH OT OOIIEero KOJIMYEeCTBA OIIH-
00YHO BOCCTAHOBIIEHHBIX 3JIEMEHTOB U300paKEeHUH.

2. AmpobupoBaH anroputM o0pabotku TpanchopmaHT (10), oOecreunBarOmUi TUTABHBIN
POCT UCKa)KEHUH, OTpaHUYEHHBIM BEIMYUHON OMMOOK, XapaKTepHBIX Uil pexxuMa Zonal. B coot-
BETCTBUM C HUM Ka)Ibl{ MOCIEAYIOLIUHN 1IAr peajlnu30BaHHOIO aJrOpUTMa IMPEJCTaBIseT coOOon
ouepegHoe ymnpolueHue 6a30Boi TpaHchopMaHThl, TpoBoauMoe nyreM BU oObenuHenus coce -
Hux OC:

1F, UV )—25 1R UV ) —252R UV ) —=>...

—1F, UV )—=52F UV ) —=5F UV )—=-.. (10)
FUV)
Zonal

3. PaccMoTpeHHbIH MOpsiiok 00paboTKH TpaHCPOPMAHT XapaKTEPHU3yeTCsl MPOCTOTON peanu-
3aIi¥, MAJIOW BBIYUCITHTEIBHON CII0KHOCTBIO i 00ECIIEYNBACT XOPOIIHE CTAPTOBBIC YCIOBUS (X0-
pouiue cmenens cocamus u CKO) st mocnenyromeil HHKanCcyIsiui cTeraHOKOHTeHTa, 00pabo-
TaHHOTO TOJO0HBIM 00pa3oM (cummempuunas cxema). JIJisi TOBBIIMICHUSI CTOMKOCTH KO B3JIOMY
CTEraHOKOHTEHTA pa3paboTaH COOTBETCTBYIOIINI aJrOPUTM T'eHEpaIlik Macok oodyckaTopa (60-
npoc 8bIXOOUM 3a pAMKU OAHHOU CMambiy), PEATU3YIOINNA MEXaHU3Mbl MeXOJI0YHOTO ¥ BHYTPH-
OJIOYHOTO MepeMEeITUBaAHUS.
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MonudikoBaHe 30HaIbHe KOIYBaHHA TPAHC(HOPMAHT MAJIOPECYPCHOI0 CTEraHOAITOPHTMA.

Amnotanis. [IpencrapieHi pe3ynbTaTH MOJIETIOBAHHS TPOIECY CTHCHEHHS IMIBTOHOBUX 300pakeHb 3a JONOMOI0I0 MoupikoBaHOT
30HANIBHOT celeKIii KoedimieHTiB nepeTBopeHHs. s 00poOku TpaHchopMaHT 3aCTOCOBAHI /IBa CIIOCOOM YrpymoOBaHHS Koe(ilieH-
TiB. PeanizoBaHo mociijoBHE YKPYITHEHHS c()OPMOBAHUX 30H 1 IOETAITHE 3MEHIIICHHS KiNBKOCTI 30epekeHnx KoedimieHTiB. BukoHa-
HO aHaJIi3 3aJIeXKHOCTI BUKPHUBIICHB BiJl BapiaHTy 00poOKH TpaHc(hopMaHT. PO3rIsiHyTI poueaypH € HepiiuM eTarnoM MajlopecypcHO-
rO CTEraHOAITOPUTMY.

KurouoBi ciioBa: BineosaHi, KogyBaHHs 3 IEPETBOPEHHSM, 30HAIbHE KOAYBaHHS, cTeraHorpadis.
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